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1 General Information
1.1 Background and Objective

The Alabama Medical Cannabis Commission (AMCC) is soliciting proposals to acquire and
implement an integrated electronic patient and caeegegistry forA | a b amedicals
cannabis progranihe Alabama legislature, durinmg 2021 session, passed legislation to
establish the AMCCThelegislationwas signed into law by Alabama Governor Kay lesy
Alabama Ac2021:4 5 0 ( i t AMCC & adhadided to both administer and enfothe Act.

The Act and AMCC ruleare availablet https://amcc.alabama.qgov/about/resources/

The AMCC Fee Scheduls availableat https://amcc.alabama.gov/cannabissiness
applicants/#fees

1.2 Purpose of RFP

To establish and administer an integrated, electronic patient and caregiver registry, known as the
Alabama Medical Cannabis Patient Registry Systhat,trackgegistered certified physicians,
physician certifications, patieahd caregiveregistrations, medical cannabis cards, the daily

dosage and type of medical cannabis recommended to qualifiedtpdty registered certifying
physicians, and the dates of sale, amounts, and types of medical cannabis that were purchased by
registered qualified patients at licensed dispensaries.

The respondiny ENDOR must providea patientregistrysolution, customerservice,and
printing anddistribution servicesas set forthn Section5.2.30f this RFP.

1.3 Contract Duration

The contract term is for a periodtefo (2) years effective from contract award date with an
option to renew fothree(3) additional one (1) year extensions with an estimated beginning of
March2023. The selecteWENDOR must start at a time designatedAyYCC andwithin thirty
(30) days ofAMCCO sxecution of the contract

AMCC reserves the right to extend this contractiwee(3) additional one (1) year perisaith

a total contract term of no more thiawre (5) years, provided tha§MCC notifies theVENDOR

in writing of its intention to do so at least thirty (30) days prior to the contract expiration date. An
extension of the term of this contract will be enacted through an amendment to the contract. This
contract may be terminated by either party uponigiog thirty (30) days written notice of

intent to terminate the contract.
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1.4 Entire Agreement

The resulting contract shall include the provisions in this RFP and any addendum or attachments
thereto. Any proposed changes, as well as the final contrast,rm approved and signed by the
VENDOR andappropriately authorized Stadied AMCC officials.

1.5 RFP Name

AMCC has assigned the following RFP identification namemust be referenced in all
communications regarding the RFP:

Alabama Medical CannabisPatient and Caregiver RegistrySystemRFP

1.6 Proposal Deadline

Proposals must be submitted no later than the Proposal Deadline time and date, which is detailed
in Section 2, RFP Schedule of EventsVBNDOR must respond to the RFP and any exhibits,
attachmats, or amendments. YYENDOR'S failure to submit a Proposah orbefore the

deadline may result in the Proposal being consideredegponsive and may cause the Proposal

to be disqualified.

TheVENDOR assumes the risk of the method of dispatch cho8&CC assumes no
responsibility for delays caused by any delivery service. Postmarking by the due date will not
substitute for actual Proposal receiptAlMCC. Proposals delivered by facsimdad email
transmission will not be accepted. Proposals rhestubmitted in the proper format as outlined

in Section 3, Proposal Format and Content.

1.7 Terminology

The use of timedtleofimse sfi®haihl 6 he RFP constitute
requirement and mandates a response frori ENDOR. Failure by theENDOR to respond

to any of these requirements in the entire RFP may be consideredspamsive, and if deemed
nonrresponsivehe Proposainay be rejected bskMCC.

TheVENDORmMust respond with AACKNOWLEDGE AND WILL
in the RFP t hatedmorogt iitmatnalsata riyroe gweiqrui r e me nt
specific answer or information.

The use of the term fAimayo inothédrBEBRi cedst Dt u
Amandat or yo MENDORG S diips ¢ mmetihen whet her t o submi
asked for. Not answering something t-hat i s st
responsive.

If the VENDOR cannot respond with ACKNOWL EDGE AND WItheénth€« OMPLY, O
VENDORmMu st respond with A E X33dEa&dtior@NnstauctignS ee Sect i
regarding exceptions.)
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WheretheRFPas ks a question or r eVENDORMG St np 0)o miad ¢ & O
the VENDOR must respond with the specifiagwer or information requested.

1.8 Definitions
1. BOARD. TheAlabamaBoard of Medical Examiners

2. CANNABIS.

a. Except as provided in paragraph b., all parts of any plant of the genus cannabis,
whether growing or not, inctling the seeds, extractions of any kind from any part
of the plant, and every compound, derivative, mixture, product, or preparation of
the plant.

b. The term does not include industrial hemp or hemp regulated under Article 11 of
Chapter 8 offitle 2 Code ofAlabama.

3. COMMISSION. The Alabama Medical Cannabis Commission

4. DAILY DOSAGE. The total amount of one or more cannabis derivatives, including, but
not limited to, cannabidiol and tetrahydrocannabinol, which may be present in a medical
cannabis product thatay be ingested by a registered qualified patient duringleo4
period, as determined by a registered certifying physician.

5. DEPARTMENT. TheAlabamaDepartment of Agriculture and Industries.

6. DISPENSARY. An entity licensed by the commissauthorized to dispense and sell
medical cannabis at dispensing sites to registered qualified patients and registered
caregivers.

7. DISPENSING SITE. A site operated by a dispensary licensee or an integrated facility
licensee.

8. FACILITY or MEDICAL CANNABIS FACILITY. Any facility, or land associated with
a facility.

9. INTEGRATED FACILITY. An entity licensec&ndauthorized to perform the functions
of a cultivator, processor, secure transporter, and dispensary.

10.LICENSEE. A cultivator, processor, secure transportate gesting laboratory,
dispensary, or integrated facility licensed by the commission.

11.MEDICAL CANNABIS.

a. A medical grade product in the form of any of the following, as determined by
rule by the commission, that contains a derivative of cannabis focatersie by
a registered qualified patient pursuant to this chapter:

1. Oral tablet, capsule, or tincture.

2. Nonsugarcoated gelatinous cube, gelatinous rectangular cuboid, or lozenge in
a cube or rectangular cuboid shape.

3. Gel, oil, cream, oother topical preparation.

4. Suppository.

5. Transdermal patch.

6. Nebulizer.
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7. Liquid or oil for administration using anhaler.
b. The term does not include any of the following:

1. Raw plant material.

2. Any product administered by smoking, combrstor vaping.

3. A food product that has medical cannabis baked, mixed, or otherwise infused
into the product, such as cookies or candies.

12.MEDICAL CANNABIS CARD. A valid card issued pursuantAta. Code§ 20-2A-35
or a temporary card issued pursuanil@. Code8§ 20-2A-36.

13.PACKAGE. Any container that a processor may use for enclosing and containing
medical cannabis. The term does not include any -@tyag or other similar container.

14.PATIENT REGISTRY. The Alabama Medical Cannabis Patient Registrie8ysan
electronic integrated system that tracks physician certifications, patient registrations,
medical cannabis cards, the daily dosage and type of medical cannabis recommended to
gualified patients by registered certifying physicians, and the dassdepfamounts, and
types of medical cannabis that were purchased by registered qualified patients at licensed
dispensaries.

15.PHYSICIAN CERTIFICATION. A registered certifying physician's authorization for a
registered qualified patient to use medical caimab

16.PROCESSOR. An entity licensed by the commission authorized to purchase cannabis
from a cultivator and extract derivatives from the cannabis to produce a medical cannabis
product or products for sale and transfer in packaged and labeled form to aidgpen
site.

17. QUALIFYING MEDICAL CONDITION. Any of the following conditions or symptoms
of conditions, but only after documentation indicates that conventional medical treatment
or therapy has failed unless current medical treatment indicates that use @l medi
cannabis is the standard of care:

a. Autism Spectrum Disorder (ASD).

b. Cancerrelated cachexia, nausea or vomiting, weight loss, or chronic pain.

c. Crohn's Disease.

d. Depression.

e. Epilepsy or a condition causing seizures.

f. HIV/AIDS -related nausea or weight loss.

g. Panic disorder.

h. Parkinson's disease.

i. Persistent nausea that is not significantly responsive to traditional treatment,
except for nausea related to pregnancy, cantiathigced cyclical vomiting
syndrome, ocannabinoid hyperemesis syndrome.

. Post Traumatic Stress Disorder (PTSD).

k. Sickle Cell Anemia.
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|. Spasticity associated with a motor neuron disease, including Amyotrophic

Lateral Sclerosis.

m. Spasticity associated with Multiple Sclerosis spenal cord injury.

n. A terminal iliness.

0. Tourette's Syndrome.

p. A condition causing chronic or intractable painvhich conventional
therapeutic intervention and opiate therapy is contraindicated or has proved
ineffective.

18.REGISTERED CAREGIVER. Amdividual who meets the requirements described in
subsection (c) ofla. Code8 13 202A-30 and is authorized to acquire and possess
medical cannabis and to assist one or more registered qualified patients with the use of
medical cannabis

19.REGISTERED CERTFYING PHYSICIAN. A physician authorized by the State Board
of Medical Examiners to certify patients for the use of medical cannabis

20.REGISTERED QUALIFIED PATIENT. Either of the following:

a. An adult who meets the requirements described in subsectidnAla) €ode§
20-2A-30 and is authorized to acquire, possess, and use medical cannabis.

b. A minor who meets the requirements described in subsectionAl).&@ode8
20-2A-30 and is authorized to use medical cannabis with the assistance 6 of a
registeed caregiver.

21. SECURE TRANSPORTER. An entity licensed by the commission authorized to
transport cannabis or medical cannabis from one licensed facility or site to another
licensed facility or site.

22.STATE TESTING LABORATORY. An entity authorized to test cabis and medical
cannabis to ensure the product meets safety qualifications.

23.STATEWIDE SEEDTO-SALE TRACKING SYSTEM. The tracking system established
to that tracks all cannabis and medical cannabis inthe Giatea b ama 6és S+ at ewi d
to-Sale providers Metrc)

1.9 Communications Regarding the RFP
1.9.1 Contact withSTATE Staff

The integrity of the RFP process is of paramount importana®teC and will not be
compromisedErom the date this Request for Proposal (RFP) is issudthrough the
selectionprocessVENDORSand their associates and representatives must not initiate
communication with anZommission memberstaff, officials, or representatives
regarding thislRFPexcept as provided by Sectior®.B. Any unauthorized contact
regarding thilRFPmay disqualify the/ENDOR from further consideration.

Questions or inquiries regarding the RFP, or the selection process, will be considered
only when submitted as directed by the provisions of Settb8. All communications
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must be via enail to theRFP Coordinator at theraail address noted in Sectior9B.
Any oral communications will be considered unofficial and-bording toAMCC.
1.9.2 RFP Website

This RFP, and all notices, amendments, and public communication regarding this RFP
will be posted at the following website:

https://amcc.alabama.gov/about/reqtfestproposal/

Reasonable effort will be made to maintain reliable and efficient access to this site and its
asso@ted content. HoweveAMCC is not liable for anfENDOR problems or errors
(including but not limited to missed deadlines) that may arise due to temporary technical
failures related to this website.

In addition, the RFP will be posted on other websiiekiding, but not limited tothe
AlabamaDepartment of Financeebsite http://rfp.alabama.gov/PublicView.aspx
Though the RFP will bposted on additional websitake official RFP websitaiill be
the only website continuously updated with questions and answers, status updates,
amendments, etc

1.9.3 VENDOR Questions

VENDORSwith questions requiring clarification or inpgetation of any &ction within
this RFP shalsubmit questions by-mail to:

rfpinfo@amcc.alabama.gov

Submitted questions andquests for clarification must:

A cite the subject RFP name identified in Sectidi 1.
A list the section number in question, and
A list the RFP page number.

The RFP Coordinator must receive these requestsmiaildoy the deadline specified in
Section 2, RFP Schedule of Evea81CC will review and provide an official written
answer to alfjuestions receiveand poson the RFP websitgrovided in Section 2.2.

AMCC will respond online t&/ENDOR questions. Communications that result in a
significant change to the RFP may be listed as an amendment to the RFP. Only posted
responses to-mailed communications will be considered official and binding upon
AMCC. AMCC reserves the right, at its salescretion, to determine appropriate and
adequate responsesM&NDOR questionsand requests for clarification.
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AMCC will send, via email, notice of the online posting of its written responses to
written questions, to aWENDORSsubmitting a Notice ofriterest by the deadline as
specified in Seavn 2, RFP Schedule of Events.

1.9.4 Addendum

As a result of the questions received or due to other circumst&Mes; may modify

or change the RFP. In the event the RFP is modified, the modifications will be assted

a formal addendum and added to the RFP wepsitadedin Section 19.2 and the
VENDORwill be responsible to check for all posted changes. If the changes are major
and extensiveAMCC may, at its discretion, withdraw this RFP and may or may not issue
a replacement. Failure to incorporate adiZen the submitted response may result in the
Proposal being considered rmsponsive and may result in disqualification.

1.9.5 Oral Presentations

AMCC reserves the right to request an oral presentation that may require a software
demonstratiomf theVENDOR6 S t echnol ogy a mprdpogedKeysent ati or
Positionsas defined in Section 4.7 2ZMCC shall not be liable for any costs associated
with thepresentation. This presentation shall show the capabilitie¥ BNDOR to
providethe proposed solutioss outlined in th& ENDORS S P r ¢/PBNDORSWiIll

be provided details as to the format and content of the oral presentation as part of the
invitation. These presentations could include requests for additional infornzattbmay

be part of the evaluation procesgsalditionally, in conducting presentatio®sMCC may

use information derived from Proposals submitted by comp¥titigDOR Swithout
disclosure bthe identity of the othe?ENDOR. Oral Presentations may be used as part
of the overalVENDOR evaluation as defineid Section 7

1.10 On-premise Work Coordination

Any work or service performed on State premises will be done through coordination with the
respectiveAMCC staffand will, in any event, be performed so as to minimize inconvenience to
the AMCC and its personnel and minimize interference with the operation éi\ieC.

1.11 Disclaimer

All statistical and fiscal information contained in the RFP and its exhibits, including amendments
and modifications thereto, reflect the best and most accurate information availaME®at

the time of RFP preparation. No inaccuracies in such datiacsingtitute a basis for an increase

in payments to th# ENDOR, a basis for delay in performance nor a basis for legal recovery of
damages, either actual, consequential or punitive except to the extent that such inaccuracies are
shown by clear and convimg evidence to be the result of intentional misrepresentation by
AMCC.
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1.12 Licensure

Before a Contract pursuant to this RFP is signedyE¥DOR must hold all necessary,
applicable business and professional licenses to do business in the State of Addh@da.
may require any or aWENDORSto submit evidence of proper licensuféhe VENDORmMust
also be registered to do business withAlebamaOffice of the Secretary of State.

1.13 VENDORG s -9W

Compl et e and a9asequined byehe Alabant olidés and Procedures Manual.
A fillable form may be accessedtdtps://www.irs.gov/pub/irpdf/fw9.pdf.

114 Vendor 6s Me mor anmdliogwithoDHS Under st a

The VENDORmu st provide a complete copy of Vendor
DHS showing enrollmentintheter i fy system (this can be prin:;

once logged in to ferify).

1.15 Compliance with BeasonHammon Alabama Taxpayer and Citizen Protection Act.
(Act 201249])

Act 2012491 of the Alabama Legislature, codified as €ofl Alabama, §8§313-1 et seq.,
regulates illegal immigration in the State of Alabama. Effective April 1, 2012, all contracts with
the Sate or a political subdivision thereof must comply with the provisions of that law whether
or not the contractor has a presence in Alabama or the work will be performed outside of the
State.

Information regarding Act 202291 can be found at the followingebsite:
http://immigration.alabama.gov/

Compliance with Act 201291 is due upon contract award and not part of the RFP process.
Contractor will not knowingly employ, hire for employment, or continue to employ an
unauthorized alien within the State of Alabama. Contractor shall comply with the requirements
of the Immigration Reform and Control Act of 1986 and the Beadammon Alalama

Taxpayer and Citizen Protection Act (Ala, Act 20221 and any amendments thereto).
Contractor will document that the Contractor is enrolled in théeEfy Program operated by the

US Department of Homeland Security as required by Section 9 of A2¢441l During the
performance of the contract, the contractor shall participate in-theriBy program and shall

verify every employee that is required to be verified according to the applicable federal rules and
regulations. Contractor further agrekatt should it employ or contract with any

subcontractor(s) in connection with the performance of the services pursuanttmthastthat

the Contractor will secure from such subcontracta@umentation that subcontractor is

enrolled in the EVerify program prior to performing any work on the project. The subcontractor
shall verify every employee that is required to be verified according to the applicable federal
rules and regulations. TEhsubsection shall only apply to subcontractors performing work on a
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project subject to the provisions of this section and not to collateral persons or business entities
hired by the subcontractor. Contractor shall maintain the subcontractor documehtstihall
be available upon request BMICC.

Pursuant to Ala. Code 8313-9(k), by signing this contract, the contracting parties affirm, for
the duration of the agreement, that they will not violate federal immigration law or knowingly
employ, hire fo employment, or continue to employ an unauthorized alien within the state of
Alabama. Furthermore, a contracting party found to be in violation of this provision shall be
deemed in breach of the agreement and shall be responsible for all damageg thsuodtirom.

Failure to comply with these requirements may result in termination of the agreement or
subcontract.
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2 RFP Schedule of Events

The following RFP Schedule of Events represéfNECC6 s b e st e sheduledhate of t h
will be followed. Unless otherwise specified, the time of day for the following events will be
between 8:00 a.m. and 5:00 p.m., Cerfatandardlime.

AMCC reserves the right, at its discretion, to adjust this schedule as necessary. atificat
any adjustment to the Schedule of Events will be provided via the RFP website defined in
Section 19.2.

Event Date

Issue RFP 11/16/2022

Deadline for Written Comments and Questions 11/23/2022

Post Responses Written Comments @uestions 11/30/2022

Deadline for Submitting Proposals 12/21/2022
Evaluation of Proposals 12/21/2022i 1/30/2023
Oral Presentation@f any) 1/23/202371 1/27/2023
Evaluation Committe@resents Recommendation 2/1/2023

AMCC Reviews EvaluatiolCommittee Recommendation 2/1/20232/9/2023
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3 Proposal Format and Content

3.1

3.1.1

3.1.2

3.1.3

3.1.4

3.1.5

General Format

VENDORSmustrespond to this RFP with a Proposal divided thfollowingthree
major sections:

(1) VENDOR Quialifications and Experience
(2) Requirements
(3) Cost Proposal

Each of thesenajorsections must reference the RFP sections to whicEINDOR
must respond.

The VENDOR must structure its response in the same sequence, using the same labeling

and numberinghat appears in the RFP section in questikmr example, the Proposal

woul d have a ma)ENDORQaucatliidn cearntiiotnlsedanfd Expe
this section, th& ENDOR would include their response, addressing each of the

numbered sections in sexnce, as they appear in the RFP: i.e. 4.2.1, 4.2.2, 4.2.3, and so

on. The response to each Section shall be preceded by the Section text of the RFP

followed by theVENDORGO S r esponse.

Use of Electronic Versions of this RFP

This RFP and its attachments are available by electronic means on the RFP website. If
accepted by such means, Y EENDOR acknowledges and accepts full responsibility to

ensure that no changes are made to the RFP. In the event of conflict between af/ersion

the RFPinth&/ ENDORG S possession and AMGCE, theearsom on ma
maintained byAMCC shall govern.

Proposals shall not include references to information located elsewhere, such as Internet
websites. Information or materials presented byMBBIDOR outside the formal

response or subsequent discussion/negotiatibnot be considered, and will have no
bearing on any award.

Proposals must be prepar edachomajorSecaomustar d 8 |
be boundseparatelyAll Proposal pages must be numbered unless specified otherwise.
Foldouts containing charts, spreadsheets, and oversize exhebusranissible. All

responses, as well as any reference material presented, must be written in English.

3.2 Submission

3.2.1

Location

Proposals must be received at the location below by the date and time specified as the
Deadline for Submitting Proposal in the RE€ction 2, Schedule of Events.
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Attn: Alabama Medical Cannabis Commission
445 Dexter Ave. Suite 8040
Montgomery, AL 36104

It shall be the/ENDOR6 S sol e ri sk to assure delivery
designated time. A Proposal received afterdbadline stated in Section 2 may not be
accepted and may be disqualified from further consideration.

3.2.2 VENDOR Contact

The AMCC will consider the person who sigileNDORG6 s pr oposal the con
for all matters pertaining to the proposal uniENDOR designates another person in
writing.

3.2.3 Multiple Proposals and Joint Ventures

3.2.3.1 Multiple Proposad

AMCC is considering two platform models: YENDOR Hosted (Clouebased)r

Software as a Service model (SaaS) andNC HostedVendor Maraged(on

premise) modelVENDORSmMust only respond to one solution within a single RFP
response. A/ENDOR must not respond with two solutions within a single response.

A VENDOR may submti multiple solutions as separate RFP responses. Specific
platforms may have unique requirements. If a requirement is not applicable due to the
platform model being proposed, ti&ENDOR must submit an exception as described

in Section 3.3AMCC reserves theght to clarify any exception for atlon-applicable
requirements.

3.2.3.2 Joint Ventures

Joint ventures are not acceptable in response to this RFP. If mWEENIBORSare
proposing to jointly perform the project, the proposal must be submitted in thefform o
a prime contractor/subcontractor(s) arrangement.

3.2.3.3 Subcontractor Definition

AMCC defines a subcontractor as any third party contracted BYyEN®OOR to

perform the contract work described in the RFP, whether a small portion of the work or
a large portion of the work. If angdividual or company other than the awarded
VENDOR performs the work, thahdividualcompany would be a subcontractor.

The conbined effort provided by subcontractansistnot exceedifty (50) percent
based upothetotal proposed cost.
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3.2.4 Proposal Submittal

VENDORSmMust submit one (1) signed and notarized original hardcopy Proposal and one
(1) softcopy USB flash drive of the é&m®t Proposal tathe RFP Coordinatoin a sealed
package and clearly marked:

AProposal i RatieRteasdpCaregs/er RegistrySystemRFP - Do

Not Openo

The softcopy USB flash drive version of the Proposal must contain the following:

3.2.4.1 One (1)complete copy of the Proposal in searchable Adobe Acrobat PDF
format,

3.2.4.2 One (1) complete copy of the Proposal in Microsoft Worti0afy later format

3.2.4.3 EachVENDOR provided &tachment in Microsoft Word 2@ or later format or
Acrobat PDF formatand

3.2.4.4 One (1) conplete copy of the Proposal and attachments with redaction of all
confidential and/or proprietary information

3.2.5 SectionCoversheet

The first page of each major Section must be a dated cover sheet identifying the
VENDOR and proposed solution with an original ink signature of the person(s) legally
authorized to bind the ENDOR to the Proposal. Proposals without signatures of persons
legally authorized to bind théENDOR to the Proposal may be rejected. The cover sheet
must clearly identify the major section and assigned RFP number. The cover sheet must
also include the name of the contact person and contact information of the person
auttorized to act on behalf of tAédENDOR (do not number this paye

3.2.6 Table of Contents

The cover sheet must be foll owed by the AT
sectionssubsectionsand page numbers.

3.3 Exceptions

If a VENDOR cannot comply with a reiqpement of the RFP, thdENDOR must complete
Attachment8.2VENDOR Exceptions and include it as an attachment to/tBRDOR
Quialifications and Experience Proposal. MEENDOR must fill out a separate sheet for each
exception.

3.4 Non-Responsiveness

Any Proposl that does not meet the requirements and provide all required documentation may
be considered neresponsive andf deemed nosresponsive, the Proposal may be rejected.

3.5 Required Review and Waiver of Objections byt ENDOR
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VENDORSshould carefully review this RFP and all attachments for comments, questions,
defects, objections, or any other matter requiring clarification or correction (collectively called
A Quest i ostacpncerningtheeRFP must be made wnzaé directly to the RFP
Coordinator(rfpinfo@amcc.alabama.gpand must be received BWMCC no later than the
Deadline for Written Questions detailed in Section 2, RFP Schedule of Ev&tdorsare
encouraged to submit aMENDOR identified RFP errors and/or omissidinghe RFP

Coordinator This will allow issuance of any necessary amendsnand help prevent the

opening of defective Proposals upon which a contract award could not be made.

Protests based on any objection will be considered waived and ionéss made in accordance
with Chapter 3551-6 of the Administrative Rules of theee of Alabama Department of
Finance.

3.6 Proposal Preparation and Presentation Costs

AMCC will not pay any costs associated with the preparation, subppitegentationor any
other costs associated wihy Proposal.

3.7 Proposal Withdrawal

VENDORSmay withdraw a submitted Proposal at any time. To withdraw a Proposal, the
VENDOR must submit a written request, signed BYENDOR representative authorized to sign
anyresulting contract, to the RFP Coordinator. After withdrawing a previously submitted
Proposal, th&/ ENDOR may submit another Proposal at any time up to the deadline for
submitting Proposals, as detailed in Section 2, RFP Schedule of Events.

3.8 Proposal Amendment

AMCC will not accept any amendments, revisions, or alterations to Proposals after the deadline
for Proposal submittal unless such is formally requested, in writingMC.

3.9 Proposal Errors

TheVENDORI s liable for all error@andomissions contaied in their ProposalVENDORSwill

not be allowed to alter Proposal documents after the deadline for submitting a Proposal. If a
VENDOR needs to change a previously submitted Proposal/ENDOR must withdraw the
entire Proposal and may submit the eoted Proposal before the Deadline for Submitting
Proposals as defined in Section 2.

3.10 Incorrect Proposal Information

If AMCC determines that ¥ENDOR has provided, for consideration in the evaluation process
or contract negotiations, incorrect informatiairwhich theVENDOR knew or should have
known was materially incorrect, that Proposal may be determinedesponsive, and the
Proposal may be rejected.
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3.11 Proposal Clarifications and Discussions

3.11.1 AMCC reserves the right to request clarifications with angloVENDORS:If they are
necessary to properly clarify compliance with the requirements of thisAAFEC will
not be liable for any costs associated with such clarifications. The purpose of any such
clarifications will be to ensure full understandingloé Proposal. Clarifications will be
limited to specific sections of the Proposal identifieddCC. If clarifications are
requested, th# ENDOR shall put such clarifications in writing within the time frame
specified byAMCC in the request

3.11.2 Anychange i n Vendor 6s proposed SsAMCCequesgas pri ci
provided in Sectio.3.7, are subject to acceptance by &MCC. In the event price
changes or proposed service changes in responseAld@g@ request are not acceptable
totheAMCC, Sel ect e daware statl® ma§ Ise regcinéed. At the option of the
AMCC, another selection for pravard may be made from theNdors that submitted a
proposal, or thdMCC may open the process temegotiations based upon the new
specifications.

3.12 Right of Rejection

3.12.1 AMCC reserves the right, at its sole discretion, to reject any and all Proposals or to cancel
this RFP in its entirety.

3.12.2 Any Proposal received which does not meet the requirements of this RFP, may be
considered to be neresponsive, and the Proposal may beated. The/ENDOR must
comply with all of the terms of this RFP and all applicable State laws and regulations.
AMCC may reject any Proposal that does not comply with all of the terms, conditions,
and performance requirements of this RFP.

3.12.3 AMCC reserveshe rightto amend this RFP in writing at any timnFeMCC also reserves
the right to cancel or reissue the RFP at its sole discretion. If an amendment istissued
shall be psted to the RFP website accordance witlsection 1.9.2 TheVENDOR must
respondo the final written RFP and any exhibits, attachments, and amendments.

3.12.4 The State of Alabama may make such reasonable investigations as deemed proper and
necessary to determine the ability of Vendor to perform the services, and Vendor shall
furnish to theState all such information and data for this purpose as may be requested.
The State further reserves the right to reject any proposal if the evidence submitted by, or
investigations of, such Vendor fails to satisfy the State that such Vendor is properly
gualified to carry out the obligations of the awarded contract and to provide the services
contemplated therein.
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3.13 Disclosure of Proposal Contents

Proposals and supporting documents are kept confidential until the evaluation process is

complete and aontact has beeawarded VENDORSshould be aware that any information in

a Proposal may be subject to disclosure and/or reproduction under Alabama law. Designation as
proprietary or confidential may not protect any materials included within the Proposal from
disclosure if required by law/ENDORSshould mark or otherwise designate any material that it
feels is proprietary or otherwise confidenti a
bottom of the page/ENDORSshall redact this information in the redacted copy provided to

AMCC pursuant tdSection3.24.4. VENDORSshall also state any legal authority as to why that
material should not be subject to public disclosure under Alakea Recordlws and is

marked as Proprietary Information. By way of illustration but not limitationi Pr opr i et ar vy
Information"may includetrade secrets, inventions, mask works, ideas, processes, formulas,

source and object codes, data, programs, other works of authorshiph&mownprovements,
discoveries, developments, desigasd techniques.

Information contained in th€ost Proposadectionmustnot be marked confidential. It is the sole
responsibility of the/ENDOR to indicate information that is to remain confidentiiACC
assumes no liability for the disclosure of information not identifiethe VENDOR as
confidential. If thevENDOR identifies its entire Proposal as confidentsllJCC may deem the
Proposal as neresponsive and may reject it.

VENDOR agrees to intervene in and defend any lawsuit brought ageMSC for its refusal to
providleVENDOR6O s al | eged confi dential and/ or proprie
AMCC shall provideVENDOR written notice of any such lawsuit within ten (10) days of receipt

of service byAMCC. VENDOR shall intervene withinhirty (30) days of notice or will be

deemed to have waived any and all claim that information contained in the Proposal is

confidential and/or proprietary and any and all claims agAWKEC for disclosure of

VENDOR6 s al |l eged conf i dieformatioa.l and/ or proprietar

3.14 Copyright Permission

By submitting a Proposal, théENDOR agrees thaAMCC may copy the Proposal for purposes
of facilitating the evaluation of the Proposal or to respond to requests for public records. By
submitting a Proposal, thédENDOR consents to such copying and warrants that such copying
will not violate the rights of any third parthMCC shall have the right to use ideas or
adaptations of ideas that are presented in Proposals.
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4 Qualifications and Experience

The response to tAdENDOR Qualifications and Experience Section must be divided into the
following:

Section Cover Sheet

Table of Contents

Transmittal Letter

VENDOR6 s Mandatory Qualifications
VENDORG s Gener al aQluisperiefce cati ons
Financial Stability

References

Staffing

Risk Assessment

=4 =4 =4 -8 _4_48_9_°_-2°
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4.1

4.1.1

4.1.3

4.1.4

4.1.5

4.1.8

4.1.9

Transmittal Letter

The Proposal Transmittal Letter must be an offer oMBBIDOR in the form of a
standard business letter on business letterhead. The Proposal Transmittahlsitter
reference and respond to the following subsections in sequence and include
corresponding documentation as required. Following the cover sheet and table of
contents, the Transmittal Letter must be the first page of the Proposal.

The letter must bsigned by a company officer empowetsdtheVENDOR
organizatiorto bind theVENDOR to the provisions of this RFP and any contract
awarded pursuant to it. The Proposal Transmittal Letter must be properly signed and
notarized or it may be rejected.

The leter must state that the Proposal remains valid for atde@shundred and eighty

(180 days subsequent to the Deadline for Submitting Proposals (Section 2, RFP
Schedule of Events) and thereafter in accordance with any resulting Contract between the
VENDOR andAMCC.

The letter must provide the complete legal entity ndoren of businesge.g. LLC, Inc.,
etc.),and Federal Employer Identification Number (FEIN) of the firm making the
Proposal.

The letter must provide the name, physical location mailing address (a PO Box address is
unacceptable), #nail address, and telephone number of theqrekMCC should
contact regarding the Proposal.

The letter must state whether MENDOR or any individual who will perform work

under the Contract has a possible conflict of interest and, if so, must state the nature of
that conflict. VENDOR further confrms that no person has an interest ENDOR or in

the contract that would violate Alabama Is&WICC reserves the right to cancel an

award if any interest disclosed from any source could either give the appearance of a
conflict of interest or cause spedida as to the objectivity of the offer. Such
determination regarding any questions of conflict of interest shall be solely within the
discretion ofAMCC.

Theletter must state unequivocal understanding of the general information presented in
all Sectionsand agree with all requirements/conditions listed in the RFP. Any and all
exceptions to mandatory requirements of the RFP must be defined in Atta@nent
VENDOR Exceptions.

The letter must state that tt&NDOR has an understanding of and will complytiwtihe
General Terms and Conditions as set ol8ention9.

The letter must state that til&NDOR shall acknowledge and complyat the combined
effort provided by subcontractomsustnot exceedifty (50) percent based updhetotal
proposed cost.
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4.1.10 The letter musincludea letter fromeachSubcontractor certifying that théENDOR has

received the permission of the thipdrty to include th&ubcontractoscope of software
and services under the cover of the submitted proposal.

42 VENDORG6 s Ma n d a lificatiogs Qu a

The Mandatory ENDOR Qualifications must reference and respond to the following
subsections in sequence and include corredipgrdocumentation as required.

4.2.1

4.2.2

4.2.3

4.2.4

4.2.5

The VENDOR must provide written confirmation thatcompleswith the provisions of
this RFP, without exceptions unless otherwise notedENIDOR fails to provide such
confirmation, AMCC, at its sole discretion, may determine the Proposal to be non
responsive andf deemed nowresponsivethe Proposal may be rejected.

TheVENDOR shallcomplete RFP AttachmeBt1 certifying compiancewith the
conditions listedherein

Act 2001955 requires an Alabama Disclosure Statement to be completed and filed with
all proposals, bids, contracts, or grant proposals to the State of Alabama in excess of
$5,000.VENDORSshall go to the URL:

https://www.alabamaag.gov/forms

to download a copy of the Alabama Disclosure Statement. The Alabama Disclosure
Statement must be filled out and must be submitted with the Proposal and attached to the
VENDOR Quialifications and Experience section.

The VENDOR shall acknowledge and complyat theVENDOR has a continuing
obligation to disclose any change of circumstances that will affect its qualifications as a
VENDOR.

The VENDOR shall affirmatively state that it meseall of the following minimum
experience requirementsthout exception

4.2.5.1 VENDOR hasa currentlyoperationamedical cannabipatient and caregiver
registrysystem in at least one other state.

4.2.5.2 VENDORIs able to deliver a functioningatient and caregiver registsystem
within 120 days after the award of the contract.
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4.3 General Qualifications and Experience

4.3.1 VENDOR General Qualification and Experience

To evidence th’ENDOR6 S ex per i ence irequiredeythissRER i ng ser \
(medical cannabis patient and caregiver registry systim)eneral ENDOR

Quialifications ad Experience must reference and respond to the following subsections in
sequence and include corresgimy documentation as required.

TheVENDOR must providea brief, descriptive statement indicating MENDORS S
credentials to deliver the services saugider this RFPincludingbut not limited tahe
following:

4.3.1.1 Total years offering proposed software system

4.3.1.2 Total number of completed implementations of the proposed product and
versian

4.3.1.3 Total number of active government clients using the proppsmtiict version

4.3.1.4 Total number of clients converted to the proposed product from legacy systems
4.3.1.5 Largest active government installation, including population

4.3.1.6 Smallest active government installation, including population

4.3.1.7 Other products offered by the company

4.3.1.8 A brief description of th/ENDOR6 S b ackgr ound and; organi
4.3.1.9 Number of years in business;

4.3.1.10 A summary to include the location of t"ENDORGO S headquarters a
number of branch locations within the State of Alabama;

4.3.1.11 A brief statement of howohg theVENDOR has been performing the services
required by this RFP;

4.3.1.12 Total number of active clients;
4.3.1.13 Total number of activerivate Sectoclients
4.3.1.14 Total number of active Government Sector clients;

4.3.1.15 Location of offices and personnélatwill be used to pgorm services
procured under this RFP;

4.3.1.16 A description of the number of employees;
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4.3.1.17 Whether there have been any mergers, acquisitions, or salesViENROR
company within the lagenyears (if so, an explanation providing relevant
details);

4.3.1.18 A statement ato whether anW ENDOR employees to be assigned to this
project have been convicted of, pled guilty to, or pled nolo contendere to any
felony or misdemeand(if so, an explanation providing relevant detgils

4.3.1.19 A statement from th# ENDORO S ¢ oas to angitigation filed against the
VENDORIn the pastenyears which is related to the services MBNDOR
provides in the regular course of businetéch would impaivVENDORGS S
performancef a Contract under this REP

4.3.1.20 A statement as to whether, in the last ten years/BNDOR has filed (or had
filed against it) any bankruptcy or insolvency proceeding, whether voluntary or
involuntary, or undergone the appointment of a receiver, trustee, or assignee
for the benefit otreditors(if so, an explanation providing relevant detgils

4.3.1.21 A statement as to whether tHENDOR has ever been disqualified from
competition for government contragtsso, an explanation providing detgils

4.3.1.22 A statement as to whether ti&NDOR has evebeen dismissed from a
government contract becausieunsatisfactory performanc# so, an
explanaion providing relevant details

4.3.1.23 A statement of any contracts/license agreements/hosted subscriptions that the
customer provided notice of cancellatiorthe VENDOR with or without
cause, or elected to not renew in the past five (5) years as it relates to the
software solution proposed. The summary shall state the name of the customer,
summary of the contract, term of the contract and reason for cancebatio
nonrenewal. If none, state as such.

4.3,1.24 A statement as to whether ti&ENDOR has ever been dismissed from a-on
governmentontract because of unsatisfactory performdricm, an
explanation providing relevant detgjls

4.3.1.25 A statement to acknowledge armhtply that alVENDOR personnel and
subcontract personnel will be required to comp&EIATEO S s ecur ity an
privacy training courses. These courses are required to complWARES s
Information Security and HIPAA Poligcy

4.3.1.26 A detailed statement of relevaenperience in thgovernment sector (state,
county, federalvithin the lasten (10 years. The narrative in response to this
section must thoroughly describe MENDOR6 S ex peri ence with
the services sought under this RFP. In this Sectio’VEMDOR may also
provide sample documents describingM#NDOR6 S e x peri enc e.
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4.3.1.27 A detailed statement describing implementation barriers or challenges that
have been experienced working with government entities on implementations.
What proactive steps apganned in this proposed project to mitigate against
similar challenges?

4.3.1.28 A detailed statement identifyingnerecent project implementations thst
most comparabletoth ®MCCé s pr oposed i mpl ementati or
project profile, includingut not limted ta scope of functional areas; project
duration; any unique requirements or circumstances that were a part of, or
came up during, the project; the legacy system converted from.

4.3.1.29 A detailed statement identifyingsues and/or delays with a state
implementatiorprojectof similar size and scope.

4.3.1.30 What sets the product(s) and services tinatVENDORproposes apart from
competitorsdé product s AMGChartmer withthec e s ?  Wh
VENDOR to implement theesvices required by this RPP

4.3.2 Subcontractds) General Qualification and Experience

TheVENDOR shall be responsible for ensuring the timeliness and quality of all work
performed by Subcontractors. If no Subcontractors will be proposedEtNBOR must
indicate so in this Section.

The substitution of one subcontractor for another may be made only at the discretion and
prior written approval of thAMCC.

For each proposed Subcontractor, WiENDOR must provide the following:

4.3.2.1 Subcontractor firm name;

4.3.2.2 Perentage of total work the Subcontractor will be providiaged upon
proposed cost

4.3.2.3 Written statement signed by the Subcontractor that clearly verifies that the
Subcontractor is committed to render the services required by the contract;

4324 Abriefdescri ptive statement indicating th
deliver the services sought under this RFP;

4325 A brief description of the Subcontract
history;

4.3.2.6  Number of yearghe Subcontractor has be@rbusiness;
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4.3.2.7 A brief statement of how long the Subcontractor has been performing the
services required by this RFP;

4.3.2.8 Location of offices and personrtble Subcontractawill use to perform
services procured under this RFP;

4.3.2.9 A description of thés u b ¢ 0 n t numbertofeempgoges and client base;

4.3.2.10 Whether there have been any mergers, acquisitions, or sales of the
Subcontract's company within the last five years (if so, an explanation
providing relevant details);

4.3.2.11 A statement as to whether any Subcontractor employees to be dgsiginis
project have been convicted of, pled guilty to, or pled nolo contendere to any
felony or misdemeand(if so, an explanation providing relevant detgils

43212A statement from the Subcontractorodos <c
the Subcontratorin the past seven years which is related to the services that
Subcontractor provides in the regular course of business which would impair
Subcontractor performanoé a Contract under this RFP;

4.3.2.13 A statement as to whether, in the last ten yearsSdheontractor has filed (or
had filed against it) any bankruptcy or insolvency proceeding, whether
voluntary or involuntary, or undergone the appointment of a receiver, trustee,
or assignee for the benefit of credit@fsso, an explanation providing reiant
detaily;

4.3.2.14 A statement as to whether tBabcontractohas ever been disqualified from
competition for government contragtsso, an explanation providing detgils

4.3.2.15 A statement as to whether tBabcontractohas ever been dismissed from a
governmentontract because of unsatisfactory performdric®, an
explanation providing relevant detgjls

4.3.2.16 A statement as to whether the Subcontractor has ever been dismissed from a
norrgovernment contract because of unsatisfactory perfornm{drem® an
explanaion providing relevant detajs

4.3.2.17 A detailedstatemenbftheSu b ¢ o n t relevart expedesice in the public
sector within the lagen(10) years. The narrative in response to this section
must thoroughl y de segperienrcewith grosidingthé® c ont r a
services sought under this RFP. In this Section, the Subcontractor shall also
provide sample documents des;cribing th

4.3.2.18 A description detailing the Subcontrad®prior experience with the
VENDOR andthe proposed solution.
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4.4 Financial Stability

The VENDOR must provideatumentation of financial responsibility and stabjlitycluding

4.4.1 A letter signed by an Executive Member of HENDOR6O S or gani zati on suc
Chief Executive OfficerChief Finan@l Officer, or a company officer empowered to
bind theVENDOR to the provisions of this RERnd any contract awarded pursuanit to
attesting that the information provided pursuant to this Sectjom iss/her knowledge
correct and complete

4.4.2 An adit from an independemtccounting firm for the previous three (3) fiscal years

4.4.3 The percentage of théENDORO S r e v e n u éerigedirdm guowviding the tgpe
of services to be performed requested in this RFP.

444 AcopyoftheVENDORGO S mo st ficaecoéimstirance éndidating the types and
amountsf insurance coverage in force.

4.4.5 A statement thaVENDOR has no significant unrecorded contingent liabilities that could
affect the companyés financial viability.

4.4.6 A statement fromVENDOR indicating thatthe VENDOR s current on all taxes (federal,
state, local) including, but not limited to, taxes on income, sales, property, etc.

4.4.7 Foranysubcontractor providingventy-five percent 25%) or more of the scope of
servicesdased upon proposed cate Subcomactor is required to submit the same
financial stability information as tiHéENDOR.

4.5 References

4.5.1 VENDOR References

The VENDOR shallprovidethree (3 governmental referencé®m clients that satisfy
each of the following:

1 A Stategovernmenentity of similar size andwvith similarsystem
functionality requirements to th&MCC,;

Clienthad a gdive date within the past five years, and

Clienthas used the proposed software system for at least twelve (12)
months.

AMCC will contact these refereps to veriy’VENDORG6 S abi | ity t o perfor
sought under this RFP. TMENDOR must notify all references prior to the submission

of the Proposal that representatives fl®MCC will directly contact the references

schedut interviews.
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For each referece, theENDOR mustlabel the referenceesponseas i VENDOR
Referecne #1, 0 fHVEMROR VEANDORe RReedpeiide,nac e  # 3
specific responses to the following

4.5.1.1 Client name

4.5.1.2 Description of servicgprovided;

4.5.1.3 A description of the/ENDOR6 S r ol es and responsibilit
4.5.1.4 Vendor Project Manager/Lead for this Client;

4.5.1.5 Name and Version of software system installed;

4.5.1.6 Legacy software system replacédapplicable;

4.5.1.7 Model used (Hosted, GRremise, Saas, etc.);

4.5.1.8 Is thesystem still being used by the client;

4.5.1.9 Start Date of Project and Gave Date;

4.5.1.10 The ime period of the project and/or Contraaistbe stated in the form of
"from-to" dates (e.g., "Jan. @9March 11"). Do not staténis as a length of
time (e.g.,"two yeas"), without start and end dates;

4.5.1.11 Client's contact reference namerrtail address and telephone number; provide
a primary and secondary contact for each cliehe VENDOR must verify the
accuracy of this information (namesntail adiresses and telephonambers)
If AMCC is unable to contact a reference afteeasonable effort, evaluation
will proceed as ithe reference were unfavorable

4.6 Project Manager References

4.6.1 TheVENDOR shall providethree (3) governmental referendesthe Project Manager
proposed/assigned to manage and leadMEC implementation. References for the
Project Manager are to be clients within the past five (5) yearsAWVI@&C
acknowledges that some of the same references provided in Section 4.5 may be
dudicated.

For each reference, the VENDOFHMrojManagera b e |
Ref er e cRr@gect#anageR efif e r e n ¢ eProje@ MamageRred eif ence #30
and provide specific responses to the following:

4.6.1.1 Name of Project Manager assigned by VenddxMCC6 s pr oj ect ;
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4.6.1.2 Client name,

4.6.1.3 Description of serviceprovided,;

4.6.1.4 Vendor Project Manager/Lead for this Client;
4.6.1.5 Role/Team Assignments for the Projeamgd

4.6.1.6 Implementation Start and Adave Date

4.7 Staffing

The VENDOR must provide the following information for the staff to be assigne&M&C for
the duration ofiny contractresulting fromthis RFP.

4,7.1 Project Organization Chart

The VENDOR shall provide a project organization ch@ncluding Subcontractorshat,

at a minimum, identifies each key position fioe proposed solutiarPersonnel

occupying key positions must be dedicatedintie to the project unless otherwise

indicated AMCC reserves the right to interview and approve the individuals assigned to
eachposition, as well as to approve any later reassignment or replacement, although such
approval will not be unreasonably withheld.

For each position shown in the projectjanizational chart, the following must be
provided (referencing the subsections in sequence):

47.1.1 Title;
4.7.1.2 Name

4.7.1.3 Designation as a Key or Néfey position. The Project Manager and
individuals leading teams would be Key. Senior technical posiicesso
Key, as well asany other positions where the sudden departure of the
i ncumbent would affect the teambds abil

4.7.1.4 Description of project role and responsibilities;
4.7.1.5 Percentage of time to be assigned; and
4.7.1.6  Percentage of time to be spent ogsf applicable

4.7.2 Key Positions

TheVENDOR must provide resumes for the implementation team, live operation team,
and ongoing support and maintenance team. Resumes shall be specific to the actual
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personnel to be assigned to this Project for all key positions (e.g., Project Manager,
Trainer, Convesion Lead Business Analyst, elc.

The VENDOR must affirm that th&/ ENDOR staff shall be @ailableto meet with
AMCC in person, teleconference, webinar, or any other way deemed satisfactory to
AMCC through the duration of this project.

For each positiodesignated as a Key positi, theVENDOR shall provide:

4.7.2.1

4722

4.7.2.3

4.7.2.4

4.7.2.5

Name and title of the individual proposed to that position;

Description of project role and responsibilittesnclude but not limited to:
1 Listing of past software implementation projects
1 Certifications

Completed Key Position Resume Sheet for each individual as provided in
AttachmenB.3 (All Key Position Resume Sheets must be attached to the
VENDOR Qualification and Experience Sectioa)jd

Designation of the individual as Contrgetrsonne(compensation paid by an
organization other than théENDOR submitting this Proposal) or staff
(compensation paid by théENDOR submitting this Proposal)

VENDOROGS a c k nhawvherdyidual @ilh remain assigned to the
Project,in the designated positiponless théAMCC deems the services to not
meet expectations at which point the ContractorAd€C will work together
to remedy such neoonforming services.

4.7.3 STATE IT Staffing

The VENDOR must povide the following:

4.7.3.1

4.7.3.2

ProvideSTATEIT staffing projections that are requiredinoplementthe
system. These projections shall be broken out by role and corresponding role
description with the skill sets needed for each role by phase.

Describe the recommded STATE IT staffing requirementsnmintain and
operate the proposed solution moving forward. This shall include all server,
network, databaséusiness rules analyst, reports anadyst application
administrators but shall not include application@epment for customization
and code maintenance.

4,7.4 Staffing Time
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TheVENDOR shall indicate the normal time required to start work after a Contract is
awarded and provide assurances as to the availability of staff for Key psitibim
that timeframe.

The VENDOR must also indicate the normal timeframe for filling Nday postions
4.7.5 Employment Certification

By submission of this information, thdENDORis certifying that the individuals
submitted are currently employed within MENDOR organization or have been
contacted by th’* ENDOR and have agreed to join tENDOR organization upon
Contract awardAMCC reserves the right to contact and/or interview submitted
personnel prior to Contract award, alElCC reserves the right to approve or reject such
personnel.

4.8 Risk Assessment

4.8.1 Providea statement on hoWENDOR will vet, train, and/or supervisamployees andr
contract personnel to ensure workforce clearance procedures are followed under HIPAA.

4.8.2 Provide a statement on hoENDOR will ensure HIPAA compliance is followed
throughout theilecycle of the project if awarded WYENDOR.

4.8.3 Acknowledge and comply that tMENDOR and all subcontraotsproposing line of
businesgLOB) are 1ISO27001 certified &KICPA SOC 2 Type lkertified The
VENDOR must provide a certificate for one or both certificationACC within this
Section. If theVENDOR or any d its subcontractors are not ISO27001 certified or
AICPA SOC 2 Type Il certified, each narertified organizationENDOR or
subcontraair) must complete Attachments8. STATE Security Risk Assessmefithe
VENDORG designated information security official stueviewand sigrthe security
assessment for precision and accuracy. This is also a requirement for any subcontract
firm required to complete the risk assessment.
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5 Technical

The response to tAdENDOR Qualifications and Experience Section must be divided into the
following:

Section Cover Sheet
Table of Contents
Expected Deliverables
Solution Requirements

= =4 =4 -9
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5.1 Scope of Work
5.1.1 ProjectManagement Methodology

5.1.1.1 ProjectApproach

The VENDOR must deliver and maintain a plan and schedule of major project Tdeks
Planwill include major milestones and indicate deliverables and their due dates. The Plan
mustbe presented in detail by task and in summary by Gantt chag$rofect Plan will

be updated/maintained with weekly activity summaries and monthly status updates.

At project initiation, the/ENDOR will meet with AMCC to become familiar with
AMCC laws, policies, procedures, regulations, and staff roles and respdresbi

Progress meetings will be held involviAdICC, VENDOR, and other program staff.
They will be held as needed, but at least monthly. These meetings will be used to:

Review status reports and discuss any pending issues;
Discuss progress versus tloledule for the prior period;
Discuss the workload for the next period;

Discuss any major issues that impede project progresi#or
Discus anyotherissues that may arise.

= =4 =4 -8 -9

At a minimum, amonthly projectcontrolreport will be prepared. This report will include
a schedule update, a report of scheduled tasks for the next reporting period and a
summary of any issues requiring action by management.

AMCC will ensure compliance with the project management appralmrethrough the
careful tracking and verification of project milestones. The verification process will
consist of dayto-day management of the project, weekly and monthly status reporting,
structured walkthroughs of the systerand associated lileerablesat specified points.
Verifications will be conducted at the end of Detailed System Design, Acceptance
Testing, Data Conversioimage ConversiorRilot Implementation, and monthly during
implementation.

5.1.1.2 Required Deliverables

As part of the Project Appach, the awardedENDOR will provide the following
deliverables within the due dates specified:

5.1.1.2.1 A Detailed Project Plan

This work plan is due within tefl10) work days after the project start, and is to
include an overall detailed project schedule 3k @nd activity.
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5.1.1.2.2 A Weekly Activity Summary

This summary will cover the status of tasks and activities worked during the
previous week and activities planned during the coming week. The summary is
due to theAMCC by close of the first workday following the reporting week for
the canplete duration ofhe project.

5.1.1.2.3 A Monthly Activity Report

This report is due within five (5¥ork days of the end of the reporting month.
The monthly report will summarize project activities gmadvidea project plan
update, report on the status of tasks and the acseiteduled and actually
completed during the month, highlight issues or areas requiring decisions,
identify problems encountered during the reporting period, and discuss
scheduled activities for the coming month.

5.1.1.2.4 Requirements Verification

TheVENDOR must conduct a Requirements Verification Workshop for the
purpose of reviewing all requirements and determining the manner and degree
to which those requirements are met by the propsskdion This review will

be documented fokMCC approval. Theequirement verification process will
provideAMCC with the opportunity to confirm that all previously identified
systems requirements are appropriately detailed, and to ensure that any new
requirements which may be identified are incorporated imeugrements
definition.

5.1.1.2.5 Detailed Implementation Plan

The awarded/ ENDOR will develop and define amplementation strategy.
Once the implementation strategy has been finabretdapproved bi\MCC,
the VENDOR will develop a detailed plan to put the strategy effect. In
developing the plan, théENDOR will:

1 Identify the tasks required to develop a final work plan for the
implementation into the production environment in a manner
consistent with the finalized implementation strategy;

1 Provide systensonfiguration and modifications necessary to
accommodate the identified unique requirements;

1 Confirm the composition, staffing requirements, and status of tasks
considered necessary for the successful implementation of the new
operating environment.
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The VENDORwill carry out a wide range of activities supporting
implementation, includingut notlimited to:

Installing and testing any necessary workstation software;
Executing the data conversion process;

Executing the image conversion process;

Verifying conversion results;

Implementing new user and operations procedures;
Executing the new application in the production environment.

E R

The VENDOR mustretaindevelopment personnel in place during and
subsequent to system implementation in order to:

Answeruser and operations questions;

Investigate and document reported problems;

Recommend adjustments to improve performance;

Identify potential problems before they impact actual function or
performance.

=4 =4 -4 -

5.1.2 Testing

The VENDOR must develop and implement a comprehensive framework for testing,
including the functional desigisecurity testingand technical architecture developed
during the design phase. The objective should be to achieve a high level of quality by
effectively carering operationalsecurity,and technical considerations within a
systematic and rigorous testing approach.

Several types of testing must be explicitly addressed during the project. They include
unit, integration, volume/stressecurity,and system/pé&rmance testing.

A MasterTestPlan must be prepared by tl&ENDOR. It should have as its primary
objective identification of an approach that integrates all testing activities. This approach
will be refined into detailed work plans that will be usedtanage and control various
testing tasks.

The VENDOR will develop a Unit Test Plan which describes the common standards,
procedures and guidelines which will be employed during this level of testing, as well as
any common tools or techniques which YeNDOR will utilize. The Unit Test Plan

will define all of the test cases to be performed on each modified module to exercise
specific modifications. Test cases will be designed to exercise all major program paths
and test handling of both normal and abnorogaiditions within program specifications.
The VENDOR will define the expected outcome against which actual results can be
measured.
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The major components of tolumeStressTestPlan will describe the standards,
proceduresand guidelines for volume/siss testing. The components of the
VolumeStressTestPlan should exercise high volumes of data against major program
paths or processes, and test handling of both normal and abnormal conditions to
determine whether the system performance objectives @gstyforAMCC are met and
whether additional allocation of space and or tuning is required. A key issue here will be
selecting and providing an appropriate volume of data for testing.

Parallel with developing the various plans, YfeNDOR will develop andmplement the
various aspects of the technical environment or test bed that are required for the entire
testing program, including all types and levels of testing. This activity will establish a
technical environment that promotes efficient, effective@ndrolled execution of the
entire testing program.

The VENDOR will execute each level and type of test, up to the Acceptance Test, as
defined in the Master Test Plan. Although the specific tasks performed and issues
addressed will vary depending on #pecific detailed plans and test scripts developed
earlier in this phase, the following activities should be included:

Execution of the test cases and documentation of results;
Determination of whether test results turned out as expected;
Check forabnormal terminations of the tasks;

Evaluation of the testing that has been performed;
Measurement of test effectiveness;

Recommendation of improvements to the testing process.

E

The VENDOR will certify the system as integration tested and ready for acceptance
testing.

5.1.2.1 Required Deliverables
As part of Testing phasdygawardedVENDOR will provide the following deliverables:
5.1.2.1.1 Master Test Plan
This plan will provide an overeiv of the test process, indicating linkages
between the various levels of testing. Testing processes, test cases, and test
recording procedures will be identified in this report.

51.21.2 Unit Test Plan

A complete plan and procedures for uegting. Standard test data should be
detailed in this plan.

5.1.2.1.3 Integration Test Plan
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A complete plan and procedures for testing groups of programs or system
modules. Standard test data should be detailed, as applicable.

5.1.2.14 Security Tst Plan

A comprehensive test plan for testing the proposed Solution for application,
system, and network level vulnerabilities based on industry best practices
including the OWASP framework.

5.1.2.15 Volume/Stress Test Plan

A complete plan and procere for volume and stress testing the application to
ensure responsible performance according to specified requirements within the
context of identified caseloads and operating environments. This plan should
specifically detail the methods and proceduocesikveloping valid volume test
data.

5.1.2.1.6 Test Report for Each Level of Testing

Each report should recap test procedures and processes, test data used, test results
and corrective action(s) taken as a result of test results at a specificultst res
level. These reports should fully document the test process undertaken.

5.1.3 Acceptance Testing

Upon completion of integration testing by IENDOR, the system must be subjected to
acceptance testing ®YMCC projectteam. Acceptance testing will verify actual system
operations are measured against performance criteria and functional specifications as
described in the detail design and contract spatibns.

AMCC project teanwith the assistance of théeENDOR will develop a detailed plan that
will guide and control the system acceptance testing process. The major components of
the acceptance test will be described with necessary standards, prgcatilire

guidelines.

The planwill identify every software module to be tested, its type (batctinen
interactive, etc.) and technical environment. If separate libraries will be required for
testing purposes, these librarigdl be documented, alongitv any constraints or
considerations governing their availability or usage.

Test cases, test transactipasd predicted outcomes will be developed for each condition
to be tested. These may be reviewed withMBBIDOR for completeness.

TheVENDORwiIll develop procedures for handling problems identified during the user
acceptance test. TMENDOR will record each occurrence of an identified test problem
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5.1.3.1

5.1.4

5.1.5

or report. The/ENDOR will provide for resolution of problems identified during the test

to assure thaest cycles can be completed in a timely manner. Once problems have been
identified and documented, corrective action plans shall be developed, and all required
programming changes carried out.

AMCC project team will determine the point at which an ataece test criteria has been
successfully passed or completed.

A draft Test Report will be produced by tliENDOR and presented t&MCC.
Following a formal review process BWMCC, theVENDOR will be expected to
assemble hard copy material and address fasolution of gaps and inconsistencies
among the test results for project documentation.

Required Deliverables

The following deliverables will result from this task:

5.1.3.1.1 Acceptance Test Plan Review

A complete plan and procedure for conducting the acceptance test will be
developed by th# ENDOR and approved b&MCC. This plan will receiva
detailedreview prior to beginning acceptance test activities.

5.1.3.1.2  Master Test Report

This report will be produced by th&eNDOR and presented #&@MCC. This

Master Test Report wikkddress final resolution of gaps and inconsistencies
among the test resuligentified during Acceptance Testirfgollowing a formal
review process bAMCC, theVENDOR will assemble hard copy materials

from computetbased tools and the final resolution of gaps and inconsistencies
among the test results for project documentation.

Documentation

VENDOR shall provide tcAMCC all schemas and documentation for sofeyar
hardware, network, and the entire new Solution

Warranty

AMCC requires that th’) ENDOR maintain and support at least two (2) past
implemented versions of the proposed solution.
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5.1.6 SystemPerformance

5.1.6.1.1 VENDOR  shall provide tcAMCC systemperformance uptime of
99.999% measured over the preceding thirty (30) days for the entire
new Solution dung AMCC core business hours for all major
functions offered, including Internet, web, and local operations and
excluding scheduled downtime AMCC-initiated downtime.

5.1.6.1.2 VENDOR shall provide ttAMCC systemperformance uptime of
99.95% measured over theepeding thirty (30) days for the entire
new Solution durindAMCC non-core business hours for all major
functions proposed, including Internet, web, and local operations
and excluding scheduled downtimeAiICC-initiated downtime.

5.1.7 Software

5.1.7.1 For all Software provided under any contract resulting from this RERDOR
represents and warrants each of the following:

5.1.7.1.1 VENDOR has sufficient right, title, and interestal Software to
grant the license required in this RFP;

51712 Contractual terms and conditions i
Abr owsewr ap, 0 A s henseagkeemeatthatdo or ot h
accompanies any Software, including but not limited to Software
Updates, Software Patch/Fix, or Software Upgrades, are void and
have no effect unlesMCC specifically agrees to such licensure
terms in a contract resulting from this RFP

5.1.7.1.3 All Software provided does not infringe upon or constitute a misuse
or misappropriation of any patent, trademark, copyright, trade
secret, or other proprietary right;

5.1.7.1.4 All Software provided does not contain any hidden files not known
and approved bpMCC;

5.1.7.1.5 All Software provided does not replicate, transorifactivate itself
without control of a human operating the computing equipment on
which it resides in a manner not known and approvedNd¢C;
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5.1.7.1.6  All Software provided does not alter, damageerase any data or
computer programs without control of a hurmaperating the
computing equipment on which it resides in a manner not known
and approved bpMCC;

5.1.7.1.7 All Software provided and any Software Updates, Software
Maintenance, Software Patches/Fixes, and Software Upgrades
provided shall not contain viruses, Imare, spyware, key logger,
back dooyor other malicious or unrequested covert
communications, or any computer code intentionally designed to
disrupt, disable, harm, restrict, impair, or otherwise impede in any
manner, including aesthetical disruptionslstortions, the
operation of the computer program, or any other associated
software, firmware, hardware, or computer system, (including local
area or widearea networks), in a manner not known and approved
by AMCC; and

5.1.7.1.8  All Software provided does not anill not contain any computer
code that would disable the Software or impair in any way its
operation based on the elapsing of a period of time, exceeding an
authorized number of copies, advancement to a particular date or
other numeral, or other similaelfdestruct mechanisms
(sometimes referred to as At i me ©b
deadod devi ces) , VENDORtomecessttvo ul d per n
Software to cause such disablement, restriction, or impairment
(sometimes referredof AMCC@accesst r ap do

5.1.7.1.9 VENDOR shall provide tcAMCC the source code for all current
software and subsequent source code updates that comprise the
entire new Solution, based on a schedule to be definddgC. If
the VENDORY S s dlsautce code is pprietary, the VENDOR
IS not required terovideit as a part of the response to the RFP.

5.1.8 Ownership of Data

VENDOR acknowledges that all data relatingAbICC is owned byAMCC and
constitutes valuable propery AMCC. AMCC shall retain ownershipf, and all
other rights and interests with respect to, its data (including, without limitation,
the contenthereof, and any and all copies, modifications, alterations, and
enhancements thereto, and any derivatigeks resultinghierefrom), and nothing
herein shall be construed as grantiMigNDOR any ownershiplicense or any
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other rights of any nature with respect ther®88NDOR may not uséAMCC0 s

data (including dedentified data) for any purpose other than providing the
Servies contemplatenh this RFP and any contract resulting therefrdipon
termination ofany Contract VENDOR agrees to returandbr destroy all copies

of AMCC data in its possession or control except to the extent such data must be
retained pursuanbd appicable law.

5.1.9 VendorHosting (CloudBased or SaaS) Responsibilities / Deliverables

AMCC will consider proposals recommending a hosted solution. The hosted solution
should be provided and managed byWiNDOR, either througENDOR owned
facilities orVENDOR partnering solutions to provide this service. It is the responsibility
of theVENDOR to provide costing and to manage the relationship with the hosting
facility throughout the project.

If AMCC elects to pursue MENDOR hosting option, th& ENDOR will:

5.1.9.1 Host theAlabama Medical Cannabis Patient and Caregiver Registry System

5.1.9.2 Host thedevelopment, testing and production environments.

5.1.9.3 Be responsible for overseeing and ensuring that adequate backup for all environments
are maintained.

5.1.9.4 Provide Hosting Support Services that include, but are not limited to:

Application server setup.

Datalase Server setup.

Web Server setup.

File Server setup.

Communication Server setup.

Patient and Caregiver Regissgftware installation.

Monitoring and management of operating system, database, and
application.

System access for application configuration.

System access for application modification/customization.

Providng application support, application patches, and version upgrades
as required.
1 Delivering toltree technical assistance.

E I B
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1 Providng hosted system availability and-call 24 hours a day, 7 gaa
week.

5.1.9.5 Provide a Tier 1 Hosting Support Facility that includes, but is not limited to:

1 Facility certification GSAE18 SOC?2 or other recognized information
andfacility security certification)

Current facility security policies arngtocedures

Current facility continuity planning and procedures

Current facility infrastructure documentation

Secure Remote User Access and Logging for development, testing and
training

1 Complete disaster recovery and business continuity capability (e.§., UP
batterybackup power, generator backup power, fire suppression systems,
offsite facility for disaster contingency, etc.)

System redundancy for uninterrupted availability

Nightly backups and offsite data storage

Located in the continental United States.

= =4 =4 -4
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5.1.9.6 AssistAMCC in completing the appropriatatient and Caregiver Regis®ystem
documentation for additional hardware and software.

5.2 Solution

5.2.1 Overall Solution Description
The VENDOR must provide a highevel narrative describing the proposed solution and
its implementationThe narrative shouldrovide a concise summary of the services and
deliverables being offered to meet the requirements of this RFFEIRBORS s

approach to proding the services, and justification as to whyWeNDOR is the best
gualified to provide services.

5.2.2 Technical Requirements
5.2.2.1 Project Management

TheVENDOR must:

5.2.2.1.1 Describe the formal Project Management methodology to be used
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52.2.1.2 Describethg@r oposed project teamds expel
structured Project Management methodology.

5.2.2.1.3 Providehigh-level project work plan and timeline which reflects the
major phases from tiENDOR6 s met hodol ogy.

5.2.2.1.4 Describe scalation procedures to be followedthg VENDOR to
resolve project problems, issuasd/or changes during the project.

5.2.2.1.5 Outline the typical quality control procedures used byMB&IDOR
and the degree alversight of those procedures exercised by the
project manager.

5.2.2.1.6 Describe nethods and pradures to allocate, track, and report
resource time to project milestonds]iverables, and tasks

5.2.2.1.7 Describe gn-off procedures for the major decistomaking points
of the project's work plan

5.2.2.1.8 Provide a sampl&/eekly Activity Summaryas described in Section
5.1.1.2.2.

5.2.2.1.9 Provide a sampl®onthly Activity Reportas described in Section
5.1.1.2.3.

5.2.2.1.10 Describe how th¥ ENDOR will conduct a Requirements
Verification Workshop as described in Secttof.1.2.4

5.2.2.1.11 Provide a samplemplementation Plaas described in Section
5.1.1.2.5.

5.2.2.2 Implementation Plan

5.2.2.2.1 VENDOR must providéts overall objectives and approach to the
AMCC6s I mpl ementati on. Di scuss ti mi
parallel, etc., for all of th&unctional area proposed.

5.2.2.3 Application hstallation and Environmental Plan

5.2.2.3.1 VENDOR must describe the proposed approach to system
environments (Test, Stage, Production, Training) and how the
VENDOR plans to install and update the software in each
environment incluohg, but not limited tethe following:

1 How updates will occur during different phases of the project
including post gdive.
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1 Responsibilities for installation (VENDOR staff and AMCC
staff).

1 Where the environments are located (on premises, cloud, hosted,
etc.).

5.2.2.3.2 VENDOR must describe the process for applying software upgrades
and patches, and how these will impact the implementation process.

5.2.2.4 Configuration Plan

5.2.2.4.1 VENDOR must describe the approaothconfiguration of the
systemincluding, but not limited tgthe following:

1 How the VENDOR will work with the AMCC to determine which
requirements can be accommodated by configuration and which
require customization.

1 How the configurations will be apptigby AMCC staff,
VENDOR staff, or a combination).

5.2.2.42 VENDOR must describe the configuration management database
(CMDB) to track the history of configurations for documentation
purposes.

5.2.2.5 Customization Plan

5.2.2.5.1 VENDOR must describe the proposed approach to pigrfor
customizations to accommodate the requirements that are not
configurable incluahg, but not limited tothe following:

91 A brief description of eachroposedtustomization.
1 The lead time for various levels of customization.

1 The process by which eaphoposedustomizatioris scoped,
detailed, prioritized, and included in the project schedule for
design, development, testing, and ultimately implementation
into one or more of the environments.

5.2.2.,5.2 VENDOR must describe hoeachcugomization will be carried
forward through new product releases.

5.2.2.6 Systeminterface Plan

VENDOR must describe the approach and proites#l follow to design, develop, and
test the interfacewith | i c e systenes sir@xisting STATE systems\s part of he
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resulting Project Scope, the Selected Vendor will develop and provide a detailed System
Interface Plan that contains the plan for interfaciuittp outside systemisicluding, but
not limited tq the following:

1 StatewideSeedto-Sale Tracking Systeiin(Metrc)

1 Medical Cannabis Business License Portglér Technologies
NIC Licensing Solutioh

1 Alabama Law Enforcement Agenéy.aw Enforcement
Tactical Systems (LETS)

1 Alabama Law Enforcement AgentyAlabamalLaw
Enforcement Agency Driver SystefbEADS)

1 Alabama Board of Medical Examindr&censure Datalse i
(iIGov)

** The above list is not exaustive Additional interfaces may be requiréthe selected
VENDOROG S musthllaovt for mterface development/imghentation without additional
cost incurrecdby AMCC. More specific details regarding the interface systems will be provided
during contract negotiatiorand project implementation.

5.2.2.7 Architecture

The VENDOR must provide detailed descriptions of the faling:

5.2.2.7.1

52272

52273

52274

52275

Acknowledge and comply that #AVICC data will be delivered
offshore for any reason. Any and all testing agaidCC data will
be done in the United States.

The overall solution deployment topology and technical architecture
(as well as any applicabbptions) in terms of server and server
software requirements including their role or purpose in the
architecture (i.e. Web servers, app servers, report servers, SAN,
virtualization, network resources, database systems, and desktop
configurations).

Thepoposed pelating system @&rssironment and
hardware platfornon whichthe proposed solution is most
commonly deployed.

The pr op o s epdratingehviionmeat(s)ésd hardware
platform(s)on which itis certified. The/ENDOR must also
describe any plans to move away from current supported platforms.

The quantity of each hardware component that the Vendor
determines will be necessary to support the structure to meet the
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52.2.7.6

522797

52278

52279

5.2.2.7.10

5.2.2.7.11

5.2.2.7.12

52.2.7.13

52.2.7.14

52.2.7.15

52.2.7.16

5.2.2.7.17

softwareds benchmark st asmagdar ds f
tools, for all of the expected environments for the project and later
in production. Th&/ENDOR must use Attachment®Hardware.

The pr op o s awragsrefleshrate fonhardwaeitware
based on current implementations of the proposedisnl

Any required third party software options and currently supported
versions of each.

Any third party upgrade limitations of the proposed solution.

Ifany, t he pr op precesdethatuih as & sewicedThe
VENDOR must also describe any pesses that require a system to
be logged into at all times.

TheVENDOROG srefgored storagéor the proposed solutiomn this
section, th&/ENDOR must also describe any storage solutions that
the VENDOR will not certify for theenvironment.

How manytest and development environments the proposed
solution requires and provide in detail hardware/software
specifications for these environments.

or

The proposed solutionds performanc

requirements, and memory requirements for server agplhicat
modules and/or tools.

The proposed solutionbés hardwar e
materials related to proposed server configurations and
recommendations.

The proposed solutionds document
redundancy configurations.

C

at

The proposed solutionds system arc

and "other" software requirements.

The proposed solutionds required
and licenses.

TheVENDOR6 S sof tware used to offer
Is accesible on the following internet browsers (Internet Explorer,
Chrome, and Firefox) VENDOR must provide a listing of current
version of browsers supported.
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5.2.2.7.18

5.2.2.8 Security

The VENDORGS proposed solutiomust remain compatible with

the following thirdparty applications @va, Adobe Reader, and
Adobe Flash) and must provide a listing of current version of-third
party applications and licenses that are supportedE:NDOR
supplied application.

The VENDOR must provide detailed descriptions of the following:

5.2.2.8.1

52282

52283

52284

52.2.8.5

52.2.8.6

52.2.8.7

52.2.8.8

52.2.8.9

5.2.2.8.10

522811

5.2.2.8.12

Thep oposed solutionb6s securandy mod ¢
authorizationLDAP directory supportand serrole-based security

levels.

The process of administering user security roles.

The proposed solutionds applicati

methods used to authorize users.

The proposed solutionbs single si
The process foensuring application security is integrated into the
VENDORG s devel opment process.

The proposed solutionbés ability
policies (e.g., number of invalid attempts before reset, time outs).

The proposed solutionbés capabiliti

The proposed solutionds security

significant failures, breaches, or issues encountered in the last five
years.

The proposed solutionbés ability

activity (viewing of records, updating of records, deleting of
records, modification to confidential information).

The pr op o s abdityte mrdvidetenddorelddsencryption of
data at rest and in motion.

The proposed solutiéns abi |l ity to meet two

requirements if deemed required.

TheVENDORG s p r o c e semch toderversioa ®rtsecurigy
vulnerabilities prior to the release to production hod theyare
remediated.
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5.2.2.8.13

5229 Data

Themitigation procesgor anysecurity vulnerability that has been
made public or reported MENDOR6 s i nt er nal securit

The VENDOR must provide detailed descriptions of the following:

5.2.2.9.1

52292

52293

52294

52295

5.2.2.9.6

52.29.7

52298

52299

5.2.2.9.10

5.2.2.9.11

5.2.2.9.12

52.29.13

522914

52.2.9.15

TheVENDOR6 s process for Data conversi

A definition of the historical information theroposed solution
maintains and how long it is made available.

The point in which data storage quantities negatively impact the
performance of the application.

The pr op o s pracessfoData Validatiod s

The proposed sol uttoocapasltedffom and da
mainframe to server infrastructure

The proposed solutionds capability
data loads/exchanges.

The proposed solutionb6s reporting

Data Warehouse functionality gntlapplicable, describe &
architecture and capabilities.

The proposed solutionbés export opt
applications.

(@)
(2]

The proposed solution process of

o
(2]

The proposed solution
files. (e.g., Csv, xml, ¥, txt).

capabiliti

(@}

The proposed solutiondés archiving

s document at

(@)}

The proposed solution

(@}

The proposed solution
files and scanned documents

lectranipabi | i t i

The proposed soluti@nstoragie optias and limitations.
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5.2.2.10 Data Retention

The VENDOR must provide detailed descriptions of the following:

522101 Descri be your organizationos
retention of dataThe VENDORmMustdescribe what options are
available, and supported, within your proposed soluiitwe.
VENDOR mustprovide any relevant references of organizations
that have succehully addressed data witts solution.

5.2.2.10.2 Describe the database storage capacity of the proposed solution
including, but not limited to, the following:

1 Are there limits on the amount of data that can be stored in
the proposed solution?

1 If applicable, whatiers of storage are offered in the
hosted/SaaS environment?

5.2.2.11 Disaster Recovery

5.2.2.11.1 TheVENDOR must escribethe proposed solutiéns b ac k u p
recovery requirements and processes inclydagnot limited to,
the folloiwng

Prerequisites

Tools neededthird party tools if applicable)

Schedule of Events

Configuration Control and Overview

Methods to verify recovery system recovery and integrity

= =4 -8 -4 -9

The VENDOR must provide detailed descriptions of the following:

5.2.2.11.2 Provide a sample set of Operational and D&saRecovery
Documentation ofhe proposed solution

5.2.2.11.3 Describe th&/ENDORGO Bisaster Recovery Plan.
5.2.2.12 Patching Process

TheVENDOR must provide detailed descriptions of the following:
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5.2.2.12.1 How theVENDORwill coordinate updates, upgrades, and technical
support inthe context of th/ENDOR6 s s ol uti on, both
course of the implementation project grast implementatian

5.2.2.12.2 How theVENDOR will manage the introduction of product updates
and upgrades into the delivered baseline once testing is underway.

5.2.2.12.3 The mehods for ensuringhe proposed solutionill continue to be
stable.

5.2.2.13 Upgrade Schedule

The VENDOR must provide detailed descriptions of the following:

5.2.2.13.1 TheVENDOR®S Strategy for upgradinthe proposed soluticand
how theVENDOR will manage these upgrades during the course of
the project.

5.2.2.13.2 Expected duration of upgrade based on similar sized solution.

5.2.2.13.3 A summary of how upgrades, patchasd/or major releases are
applied to the environment

5.2.2.13.4 The timing and frequency of maintenangelates and product
upgrades for the past3years, along with projected
updates/upgrades for the nex8 ¥ears othe proposed solution

5.2.2.14 Testing

The VENDOR must:

5.2.2.14.1 Describe a typical testing framework used byWNDOR as
described in Sectiob.1.2

5.2.2.14.2 Provide a sample Master Test Plan as described in Sécticgh

5.2.2.14.3 Provide a narrative describing how MENDOR typically provides
the various levels of testing described in Seciidn2

5.2.2.14.4 Provide a narrative describing hovet MENDOR will perform
Stress Esting and Volume Testing as described in Se&iarR

5.2.2.14.5 Provide a samplMaster Test Repods described in Section
5.1.3.1.2.
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5.2.2.14.6 Provide the necessary steps required to restore a test region with
production data and configuration teate a producticiike
environment to include security and role based information.

5.2.2.14.7 Provide the estimated timeframe to restore testing regions.
5.2.2.15 Reporting

The VENDOR must provide detailed descriptions of the following:

5.2.2.15.1 Data elements available for reporting
5.2.2.15.2 Export options (Word, Excel, etc.)
5.2.2.16 Application

The VENDOR must provide detailed descriptions of the following:

522161 The proposed sol uti withtheAmerecgnabi | i t i
with Disabilities Act and the Americans with Disabilities Act
Amendment Act.

522162 The pr opos EabilesanpathiliestAndrad and iOS)

522163 The pr opos eallsesver toufiguratiam ansli enmail
notification capabilies

522,164 Thepro os ed s @plication specificatiors related
programming languages.

522165 The pr opos echmwioation protazaisdos application
(TCP, web services, etc.)

522166 The pr opos eodumentatiodot scatabililys d

5.2.2.16.7 How many concurrent useiise poposed solutiogan support.
Provide documentation in relation to solution capacity and
processing.

5.2.2.16.8 Examples of howcustomfront-end edits can be appliedttee
pr opos ed applzdtientniordan © enforce data integrity

522169 Thepr opos ed sabilities tointegnate sntather pxisting
systemautilized bythe STATE andAMCC.
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5.2.2.17 Performance Tuning and Capacity Planning

The VENDOR must provide detailed descriptions of the following:

5.2.2.17.1 Tools and methodologies usedatcesperformance tuning and
capacity planning of databases, storage, operating systems, etc.

5.2.2.17.2 How theVENDORwill determine hardware, software, storage, and
resource requirements to meet potential future needs.

5.2.2.17.3 If the propsed solution is not an integrated solution, describe
met hods for ensuring the proposed
scalability in a segmented environment.

5.2.2.18 Installation Documentation

The VENDOR must provide descriptions of the following:

5.2.2.18.1 Highleveloverviewo f t he pr op dmiresttatos ol uti ond
documentation. Such documentation may inclbdeis not limited
to, installation, configuratiorandmaintenance. TR ENDOR
must also provide a sample from a previous implementatitmeof
proposed solution

52.2.182 Thepr o p o s e d taske requited to deemp a final work plan
for the implementation into the production environment in a manner
consistent with the fialized implementation strategy.

522183 The pr op o s endjuedunctiona requiredents, where they
exist, for specific functional areas.

522184 The pr opos gsiemsanifiguration@mddnsdifisations
necessary to accommodate ithentified unique requirements.

5.2.2.19 Support

TheVENDOR must provide detailed descriptions of the following:
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522191 The pr opos 8AAS sadlleuoptions n 6 s

522192 The pr opos euti-tier support Ievel and maintenance
options

522193 The pr opos 24/ supmoit aptionso n 6 s

522194 The pr op o s staffiresoarteuduringonstalagionpilot,
and operations

52.2.19.5 Thepr op o s e d dexwnentation mmhéwslong each software
version will be supported.

5.2.2.19.6 How often theVENDOR releases ne versions of proposed
software.

5.2.2.19.7 TheVENDOROS 8ser groups (regional or national)

52.2.19.8 TheVENDORG s p r o c e schandge immformationvoor @ e
release

5.2.2.19.9 TheVENDORGO &esing process for new versions

5.2.2.19.10 TheVENDORGS #ethodology for determining and prioritizing
changefgenhancementis the proposed solution.

52.2.19.11 TheVENDOR6 s me t h o digrationgnyupgfading to mew
versions

5.2.2.19.12 The VENDOROS procesdor handling system/application/datee
performance tuning requests.

5.2.2.19.13 Describe how th ENDOR will coordinate updates, upgrades, and

technical support in the context of MENDOR6 s s ol uti on, b

during the course of the implementation project and gfidive.

5.2.2.19.14 Describe how th ENDOR will manage the introduction of
product updates and upgrades into the delivered baseline once
testing is underway. As part of this description, WBENDOR must
describe how updates and upgrades will be implementédeyC
staff with minimalVENDOR assistance.

5.2.2.19.15 Describe th&/ENDOR6 s cust omer support
support for the proposed solution will be initiated and coordinated
to resolution. The location of support staff l&sed or offshore)
must be included ithis description.
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5.2.2.20 Customization
The VENDOR must provide detailed descriptions of the following:

5.2.2.20.1 TheVENDOROG delivered tools and methods required to customize
the proposed solution

522202 The proposed s ol wmthousercstomizatom abi | i t i
options and options that requM&NDOR modification ofthe
proposed solution (e.g. logos and colors)

5.2.2.20.3 The proposed soluti@nsapabilitiesto maintain customizations
during product updates.

522204 The pr opo s abdityts cohfigureidataneatignd APIs as
it relates to integration with other STATE applications.

5.2.2.21 Training

TheVENDOR must:

5.2.2.21.1 Describeth&/ENDOR6 s st andard meledgodol ogy
transfer including objective measures to determine whether there
has been sufficient knowledge transfer.

5.2.2.21.2 Describe recommended training sessions. The description must
include topics, targeted audience (technical support, end user, etc.)
and recommerel content.

522213 Descri be t hpecessEolddresRidyser and operations
guestions.

522214 Describeth&/ENDOR6 S abi |l ity to create cus
5.2.2.22 Warranty Maintenancend Operations

TheVENDOR must:

5.2.2.22.1 Describethepr oposed sol ut i period,andwar r ant y
coverage terms.
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5.2.2.22.2 Describet h e V E Nsta@BRrérsdbr proposed maintenance
agreements. Do not include pricing in the description.

522223 Descri be t hoperabBaNsDEpdrt@fser the proposed
solution isin production.
5.2.2.23 Hosting

The VENDOR shall affirm that it will complete aWENDOR responsibilities outlined in Section
5.19. In order to accommodate tt&NDOR6 S met hod ol o g ynustbeanotedas x c e pt |
described in Section 3.3.

TheVENDOR must:

5.2.2.23.1 Inthe case of a partnering solutiatentify whether the/ENDOR
or the hosting partner will manage the physical environment and
related services.

5.2.2.23.2 Provide a samplbosting agreement for review. This should include
the identification of liability assignment, service provisioning, and
contact information if services provided by someone other than the
VENDOR.

5.2.2.23.3 ProvideAMCC with a proposal for hosting three (3) environrsen
through the duration of the Contract

5.2.2.23.4 Within the proposal, identify who will manage the physical
environment (i.e., the Hosting facility or ttd=eNDORS) and
provide three references for the managing party with regard to
hosting services.

5.2.2.23.5 Provide faciliy certification (.e. SSAE18 SOC?2 or other
recognized information and facility security certification).

5.2.2.23.6 Provide current facility security policies and procedures.

5.2.2.23.7 Provide current facility infrastructure documentation including, but
not limited to, redunant circuit provisions, electrical and power
conditioning provisions, disaster recovery and continuity, and
hosted provisions for equipment and facilities.

5.2.3 Functional Requirements
The VENDOR is expected to provide a ttk®y operation includingatienttaregiver
registrysolution, customerservice,printing anddistribution services as set forth below.

5.2.3.1 FunctionalRequirement3able
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The VENDOR must respond to each requirement in Attachment 8.10 by marking one of
the three provided response columns and responadliegch of these requirements with
an explanation of how the solution being proposed meets these business needs

Met without modification i The proposed solution meets the specification and is
functional at the time the proposal is submitted.

Met with modifications i The proposed solutigat the time the proposal is

submitted fails to meet the specification. Howery the VENDOR believes that

through enhancement, modification or customization to the proposed solution the
specification wil/ be met. The selectio
narrative be added to the comment section of the specificatioair@xgl the

limitation and approach to resolve. If an enhancement to the proposed solution is
proposed, a target release date for the enhancement is requested.

Not Met i The proposed solution does not and will not meet the specification.

5.2.3.2 Customer Servic&all Center

The VENDOR must:

5.2.3.2.1 Maintain a comprehensive call center located in the United States, staffed
with a sufficient number of call center representatives.

5.2.3.2.2 Maintain toll free telephone number(s) for the system, with representatives
available fromB:00 a.m. to 5:00 p.m. CT MondayFriday (excluding
Federal Holidays).

5.2.3.2.3 Work with patients, caregivers, physician/physician staff to facilitate registry
services.

5.2.3.2.4 Have a method to identify, track and report on all call interactions with
patients, caregiver or physicians, including the time and date of a call, and
the identity of the call center representative.

5.2.3.2.5 Ensure the confidentiality and privacy of all patients and caregivers, as
applicable.

5.2.3.2.6 Evaluate customer satisfaction on a regular basipende results to
AMMC.
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The VENDOR must provide detailed descriptions of the following:

5.2.3.2.7 Locations of US based customer service centers

5.2.3.2.8 Number ofcustomer service representativieatwork at each customer
service center

5.2.3.2.9 How VENDOR handles peak volume periods

5.2.3.2.10 Process used to handle incoming customer calls. Specifically, does a live
representative answer each call? If not, describe the process for call routing
to speak to a live representative and leaving messages for return calls

5.2.3.2.11 Number ofcustomerservice representativéisatwill be specifically
dedicated to Alabama calls (patients, caregivers, physicians, physician
staff).

5.2.3.2.12 Thetraining process for customer service representatives.

5.2.3.2.13 The systems and processes used to route, track and respdincistomer
inquiries, requests, complaints, and items awaiting resolution.

5.2.3.2.14 V E N D O Pi@sous experience providing customer service for a Patient
Registry (or similar program).

5.2.3.3 Printing and Distribution Services

The VENDOR must:

5.2.3.3.1 Ensurepatient/caregiver cardmeresistant to counterfeiting and tampering

5.2.3.3.2 Printpatient/caregivecards containng the following information:
1 The name, address, and date of birth of the cardholder

1 A designation of whether the cardholder is a qualifying pgtremor
patient, or a designated caregiver

1 The date of issuance and expiration date of the registry identification
card

1 Identification number

A photograph of the cardholder

1 Statement: "This card is only valid in the State of Alabama

=
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52333

52334

5.2.3.3.5
52336

Print patient/careger identification cards within 4 business days of data
receipt.

Sort, individually package and deliver card to mailing serviceimwittweek
of data receipt.

Have a method to resolve and/or destroy returned patient/caregiver cards.

Ensure theonfidentiality and privacy of all patients and caregivers, as
applicable.

The VENDOR must provide detailed descriptions of the following:

52337

52338

52339

5.2.3.4 Training

Printing method(s) and/or security feature(s) used to mitigate counterfeiting
and tampering?

Timeline that demonsttes the number of days from submission of
patient/caregiver registration and the patient receiving a tangible hard card
in the mail

The method used to resolve and/or destroy returned patient/caregiver cards.

The VENDOR must provide a training plan for both internal and external users

5.2.34.1

The taining planmustinclude but is not limited tothe following

Role Based Training Materials
Webinar Based Training

End User Manual and Material Updates
Periodic Training AssessmeReview

= =4 =4 A
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6 Cost Proposal

6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

The Cost Proposal will be used as the primary representation EthBORS S
cost/price, and will be used during the Proposal evaluation.

Pricing information must be included in tB@@st Proposal Section, and only in the Cost
Proposal Sectigmo pricing informatiormaybe included in any other Section responses.
Inclusion of Cost Proposal information in any other Section may result in the Proposal
being considered as noasponsiveand may result in disqualification.

AMCC will only accept firm and fixed cost Proposats this projectEachcostmust be
itemized on the Cost Proposal Templgigachement 8.63san annual fixed cosir an
annual per patient/caregiver costo time-andmaterials Proposals will be considered.

The overall annual cost of the proposal will be determinedpplying an assumédactor
to theannual per patient/caregiver coSthe exampldelowappliesanassumed factaf
20,000total patientsandcaregiversThis example does not make ampresentation as to
the anticipated number of patients and caregithreswill participate in the Alabama
medical cannabis program. Furthermore, the AMCC will make no such eafatsn as
part of this RFRprocess.

Exampleof Overall Annual Cost Calculation

Total Annual Fixed Costs $25,000
Total Per Patient/Caregiver Costs$0.30 (x 20,000) $6,000
Total Overall Annual Cost $31,000

Pricing is to be the best and final price. HoweydCC reserves the right to negotiate
options and other considerations with the sele?#eNDOR to reach a final Contract
price.

VENDORSmMust submit pricing fothe proposedsolution to be delivered as a tull
service model, including the staffing miaintenance and administrative positions for on
going operationPricing is to assumA&MCC does not have any licenses. The pricing for
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software licensewill be used in the evaluatioAMCC reserves the right tadjust the
licensing cost based on existiligense purchases and/or existing STATE contracts.

6.1.6 VENDORSmMust use Attachme®t6 - Cost Proposal Templatéttachment 8.7 Software
Proposal Template, Attachmen8&ustomization Proposal TemplagsmdAttachment
8.9 Hardware Proposal Teptate

6.1.7 Cod Proposal Template must be signed by a company officer empowered to bind the
VENDOR to the provisions of this RFP and any contract awarded pursuant to it.

6.1.8 VENDORSmMmust include all expenses, including travel, lodging, and any subcontractor
costs when preging their Cost Proposal.

6.1.9 Payments will only be made on the successful completion and approval of a deliverable
by AMCC.

6110 The proposed s ol shouidbeabgest esttmate hasechonzntotmatiom
providedwithin this RFR The pricingfot he proposed sol utionos
reviewed and taken into consideration during contract negotiations
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7 Evaluation and VENDOR Selection

7.1 Proposal Evaluation Categories and Weights

The categories to be msidered in the evaluation of proposals are shown below. Each
category shall be weighted as follows, and one hundred (100) points is the maximum total
number of points that shall be awarded to a Proposal:

Qualifications and Experience 30
Technical Requements 20
Functional Requirements 30
Pricing 20

7.2 Proposal Evaluation Process

7.2.1 Theevaluation process is designed to award the Contract ¥EN® OR with the best
combination of attributes based upon the RFP requirements and evaluation criteria that
constitutes AMM@Cest valueo for

7.2.2 The RFP Coordinator will coordinate the proposal evaluation process and maintain
proposal evaluation recordsn RFP Braluation Committee, consisting of a broad base
of Subject Matter Expertsvill be responsible for evaluating Proposals.

7.2.3 All Proposals will be initially reviewed by the RFP Coordinator to determine compliance
with basic proposal requirementssgcified in the RFP. If the RFP Coordinator
determines that a Proposal may be missing one or more such requirements, the RFP
Evaluation Committee shall review the Proposal to determine:

a. that the Proposal meets requirements for further evaluation;
b. thatAMCC shall request further clarification(s) or corrections; or
c. thatAMCC shall determine the Proposal rasponsive and reject it.

7.2.4 The proposal evaluation process will be accomplished as follows:

The RFP Evaluation Committee shall evaluate responsive®atsp The RFP
Coordinator will compute theostscore and final score for each Proposal. The evaluation
scoring shall use the pestablished criteria and weights set out in this RFP.

7.2.5 AMCC reserves the right, at its sole discretion, to request clamatvith any or all
VENDORS The purpose of any such clarifications will be to ensure full understanding
of the Proposal. Clarifications will be limited to specific sections of the Proposal
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identified by the Evaluation Committee AMCC. If clarificationsare made, the
VENDOR shall put such clarifications in writing.

7.3 Contract Award Process

7.3.1 The RFP Coordinator will present the results from the Proposal evaluation process to the
RFP Evaluation Committee; the RFP Evaluation Committee will présent
recommendations taMCC.

7.3.2 AMCC reserves the right iecommend a VENDORiithout further discusen of any
Proposal submitted. Themeaybe no best and final offer procedureAMCC among the
VENDORS Therefore, each Proposal should be initially submitted on the most favorable
terms theENDOR can offer.

7.3.3 After the evaluation of Proposals and finahsideration of all pertinent information
available AMCC will recommend a VENDOR to the Chief Procurement Officer and
place noticeof same on th@MCC website The notice will identify th&/ENDOR
recommendetdy AMCC. The notice will not create rights, interests, or claims of
entitlement in theecommende®YENDOR or anyVENDOR.

7.3.4 The RFP files will be made available for public inspection upotien request to the
RFP Coordinator after final Contract award. Requestag not be provided any
information mar ked as WNENDORSasdefmedibyaSedions u b mi
3.13.

7.3.5 If aVENDORfails to sign and return the Contract drawn pursuant to this RFP and the
final Contract negotiations withitirty (30) days ofits delivery to the/ENDOR,
AMCC may determine, at its sole discretion, thatWENDOR is nonresponsive to the
terms of this RFP, reject the Proposal, and open final Contract negotiations with another
VENDOR.

7.3.6 Contract award shall be subject to the Cacttapproval of all appropria®TATE
officials in accordance with applicabldgefe laws and regulations.

7.3.7 During contract negotiation&MCC reserves the right to modify the scope of services
described within this RFP. FurthermofVICC reserves the righo add additional
Statement of Works under the resulting Contract.
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8 Attachments

8.1 Certificate of Compliance

VENDOR Organization Name

By indication of the authorized signature below, WeENDOR does hereby make certification

and assurance of tMENDOR6 S compl i ance wit h:
1. The laws of the State of Alabama;
2. Title VI of the Civil Rights Act of 1964;
3. The Equal Employment Opportunity Act aretregulations issued there under by

the federal government;

The Americans with Disabilities Act of 1990 and the regulations issued there under
by the federal government;

The condition that the submitted Proposal was independently arrived at, without
collusion, under penalty of perjury;

The condition that no amount shall be paid directly or indirectly to an employee or
official of the State of Alabama as wages, compensation, or gifts in exchange for
acting as an officer, agent, employee, subcontractograuttant to th& ENDOR

in connection with the procurement under this RFP;

. The condition that if selected workmen's compensation insurance will be provided

as required by the laws of Alabama;
The State of Alabam¥ENDOR Disclosure form;
and

Other terms ath conditions as described in the Attachments as they apply.

VENDOR Name, Authorized Signature, Title, and Date
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8.2 VENDOR Exceptions

VENDOR Organiation: Date:

Authorized Signature:

Print Name: Title:

Exception I3t

Exception t&

Scope of Exception

Ramifications foAMCC

Benefits and Disadvaagies to be incurred lAMCC

1 Exceptions must be numbered in order as they occur within the RFP starting at 1
2\VVENDOR must fill this form for each exception separately
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8.3 Key Position Resume Sheet
This form must beised to respond to Section £7 Key Positions. For each named individual a
separate Key Position Resume Sheet must be submitted.

VENDOR Organization:

Key Position:

Candidate:

Full Name: Last Name First Name Ml

Address Street: City: State: Zip:
[ ]U.S. Citizen [ ] Non-U.S. Citizen Visa Status:

Status{ |JEmployee [ ]Self Employed [ ]Subcontractor ( Name: )
[ ]Other:
Education:
Mark Some HS
lhlghlest HS/GED | Associate | Badhelor | Master Doctoral
eve
completed. | [ ] [] [] [] [] []

List most recent first, all secondary and pestondary education (high school, GED, colleg
and universities) attended. Dot include copies of transcripts unless requested. Add
additional rows if necessary

School Name Degree/Major Degree YearReceived
Earned
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Work Experience:

Describe your work experience related specifically to the Request for Proposal to which you are
responding. Please list most recent job fifstadd work experience, copy the format below
and add additional sheets as needed

Work Experience #:

Job Title:

From | To Reason for Leaving: Hours per
week

Describe your duties and responsibilities as they relate to the Request for Proposg

References:

List 3 References below.

Reference 1

Name Title Organization

Address Phone E-mail Address
( ) -
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Reference 2

Name Title Organization
Address Phone E-mail Address
( ) -

Reference 3

Name Title Organization
Address Phone E-mail Address
« ) -

Candidate anENDOR Certification

By submitting this data sheet AdVICC, the Candidate andENDOR certify that, to the best of
their knowledge and belief, all of the information on and attached to this data sheet is true,
correct, complete, and made in good faith. The catéiflirther authorizes the release of all
relevant prior employment, military service, academic/school, and criminal records. False or
fraudulent information on or attached to this data sheet may be grounds for disqualifying a
candidate or firing a candittaonce work has begun. Any information providedkCC may

be investigated.

By submitting this data sheet AdVICC, the Candidate andENDOR certify that both parties
understand the entire scope of requirements for this position as defined in the Rk and
Candidate agrees to be submitted for consideration exclusively ByENBOR. Any candidate
that is submitted by more than oilENDOR for a line item will be considered disqualified.

Candidate Data Sheets must be signed below byENDOR and the candidate

Candidate Signature Date

Authorized Signature Date
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8.4 Sample Key Position Resume Sheet

VENDOR Organization:  Auburn University Montgomery

Key Position: Technical Teani Communications Manager

Candidate:

Full Name: Jackson Hewlett M

Address Street: 6760 Happy Lane Circle City: Oklahom&tate: OK  Zip: 54671

X] U.S. Citizen [ ] Non-U.S. Citizen Visa Status:
StatusD<JEmployee [ |Self Employed [ ]Subcontractor (Name: _[) |Other:

Education:

lMa”r highest | some HS | HS/GED | Associate | Bachelor | Master | Doctoral
eve

completed. | [] [] [] [] X ]

List most recent fst, all secondary and pes¢condary education (high school, GED, collegt
and universities) attended. Dot include copies of transcripts unless requested. Add addit
rows if necessary

School Name Degree/Major | Degree | Year Received
Earned
Harvard University Master
Business

Administration| Yes 2001

Yale University Bachelor of
Science in

Information
Technology | Yes 2000

Princeton University Associate in Yes 1997
Data
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Processing
Technology

Work Experience:

Describe your work experience related specifically to the Request for Proposal to which you are
responding. Please list most recent job fifstadd work experience, copy the format below
and add additional sheets as needed

Work Experience #1

Job Title: Sr. SQL Administrator

From To Reason for Leaving: Hours per
02/2001 week
Present
40

Describe your duties and responsibilities as they relate to the Request for Proposg

Maintain and develop employee database, supgigbase, clientele databases, and
administer programming for these databases, Keep all records up to date in hard ¢
and soft on a network. Keep general knowledge of network in order to coordinate
employee computers. Keep clientele in a secure intdatabase.

Work Experience #2

Job Title: Software Application Engineer

From To Reason for Leaving: Hours per

03/1995 _ week
01/2001 | New Job Opportunity

40

Describe your duties and responsibilities as they relate to the Request for Proposg

Designs, develops, debugs, modifiésd testsoftware programs by using current
programming languages, methodologies and technologies.

Documents software development and/or test development by writing documents,
reports, memos, change requests. Methods used are determined by approved pro
andstandards

Tracks software development effort by creating and maintaining records in the app
tracking management tool.
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Analyzes, evaluatesnd verifiegequirements, software and systems by using softwi
engineering practices.

References:

List 3 References below.

Reference 1

3245 Grey Hat Drive

Name Title Organization

CEO Bob Thornton Enterprise
Bob Thorton
Address Phone E-mail Address

(123) 456- 7589

bob@greyhat.com

Reference 2

234 Humpfrey St.

Name Title Organization
Henry Ford CEO Humpfrey Corp.
Address Phone E-mail Address

(123) 456- 7589

hford@humpfrey.com

Reference 3

Name

Jack Daniels

Title

Software Director

Organization

Red Brick Software Services

Address
987 Daniels Dr.

Phone

(123) 456- 7589

E-mail Address

j@daniels.com
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Candidate anENDOR Cetrtification

By submitting this data sheetAMCC, the Candidate andENDOR certify that, to the best of
their knowledge and belief, all of the information on and attached to this data sheet is true,
correct, complete, and made in good faith. The candidate further authorizes the release of all
relevant prior employment, militaigervice, academic/school, and criminal records. False or
fraudulent information on or attached to this data sheet may be grounds for disqualifying a
candidate or firing a candidate once work has begun. Any information providddG& may

be investigated.

By submitting this data sheet AdVICC, the Candidate andENDOR certify that both parties
understand the entire scope of requirements for this position as defined in the RFP and the
Candidate agrees to be submitted for consideration exclusively ByENBOR. Any candidate
that is submitted by more than olENDOR for a line item will be considered disqualified.

Candidate Data Sheets must be signed below byENDOR.

[SIGNATURE] 2 /§L /ZD/@

Candidate Sigrtare

3/4/20/0

[SIGNATURE]

AuthorizedVENDOR Signature
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8.5 STATE Security Risk Assessment

STATE Third Party Vendor - Security Questionnaire

VENDOR Name:
Designated Security Official Signature:

YES/NO Comments

I. Security Policy

A. Policy

1 | Is there aorporate information security policy in place? If yes, provide as an attachn

Does the policy state what is and is not permissible as it pertains to sensitive compg

2 customer information?

3 Does the policy identify what idassified as sensitive company and customer
information?

4 Does the policy identify management and employee responsibilities including
subcontractors?

5 Does the policy identify acceptable use of employee owned devices such as Bp#aps
phones, and any other form of device capable of storing data?

5 Does the policy address requirements for change management

procedures?
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YES/NO Comments

Does the policy address acceptable use of portable media to prevent malware from
7 | introduced onto the corporate network and storage of confidential (a@?thumb
drives, CDRW, etc.)

8 | Does thepolicy address onboardirand termination procedurés personnet

B. Procedures

Are procedures and dedicatgecurity personnel in place to implement the information

1 security policy?

2 Are the procedures and standards evaluated to determine their level of impact to th¢
business process?

3 Does the project management methodology uphold the security practices and goals

Information Security Program?

C. Document Handling

1 | Is there a reasonable and usable information classification policy?

2 | Does the information classification policy address all enterprise information?

Is an information classification methodology in place to assist employéeeniifying

3 levels of information within the business unit?

4 Is there an information handling matrix that explains how specific information resour
are to be handled?
Il. Corporate Practices
A. Organizational Suitability

1 Is there an executive level committee assigned to communicate and report on secur
to the organization?

5 Are employees able to perform their duties efficiently and effectively while following

security procedures?

3 | Does thanformation security program have its' own line item in the budget?
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YES/NO Comments

4 Does the security group have the authority to submit needed security policy change
throughout the enterprise?

5 Is an annual report on the level of informatsaturity compliance issued to manageme
If yes, please provide a copy.

6 Is there more than one person responsible for the implementation of the Information
Security Program?
B. Personnel Issues
Are personnel required to hamationwidebackground check performed as part of the

1 Information Security or Human Resources Policy? Please provide a copy of the
VENDOR's Human Resources Policy if it is not part of the requested security policy
A-1.

2 Are contractors, subcontractors, and temporary staff subject satmeackgrounctheck
requirements?

3 Are employees and project managers aware of their responsibilities for protecting
information resources via written policy?

4 | Are technical employees formally trained to perform their tasks?

5 | Are contract personnel subject to confidentiality agreements?

6 | Are contract personnel subject to the same polasesnployees?

7 | Is access to confidential information by contract personnel monitored MEIKBOR?

3 Does the/ENDOR's employment application ask a prospective employee if they hav
ever been convicted of a crime?

9 | Does the VENDOR employ individuals with felony and/or misdemeanor convictions

10 | Are prior employment verifications performed for initexhployment?
Are there any current or pending litigation against staff, former staff, or contract staf

11 | regarding corporate espionage, identity theft, or any other areas regarding the secu
privacy of confidential information?
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YES/NO Comments

C. Training and Education

Do employees receive security related training specific to their responsibilities? If yg
please attach a sample.

Are employees receiving both positive and negative feedback related to security on
performance evaluations?

3 | Is securityrelated training provided periodically to reflect changes and new methods

4 | Are system administrators given additional security training specific to their jobs?

D. Oversight and Auditing

1 | Are the security policies and procedures routinely tested?

2 | Are exceptions to security policies and procedures justified and documented?

3 | Are audit logs or other reporting mechanisms in place on all platforms?

When an employee found to be nortompliantwith security policiesis appropriate
disciplinary action taken?

Are information security audits performed on an annual basis?

Are unscheduled/surprise audits performed?

Has someone been identifiedrasponsible for reconciling audits?

0 |Nov|ol| b

Does either an internal or external auditor independently ¥&iNDOR6 s o p er a
controls on a periodic basis?

Is an independent review carried out in order to assess the efiegbieenentation of
security policies?

Can theVENDOR provide evidence of having gone througteeent audiof their
10jlorgani zationds operational policies,
copies of the most recent audits.
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